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[image: image4.png]AAR Appendix A: Improvement Plan Matrix

Task

Recommendations

Improvement Action

Responsible
Party/Agency

Completion
Dato

11l-14: Provide Emergency
Public Information to
the Media and the Public

1. The Emergency Management Agency
(EMA) should establish procedures or
protocols to ensure that news releases
reach all affected counties or agencies,
regardiess of their Emergency Manage-
ment System (EMS) capabilities.

1. The director of EMA issued a direc-
tive on September 1, 2003, requiring
that all personnel assigned to work in
Joint Information Center (JIC) receive a
perating procedures, be-
‘with them, and follow
them during an emergency.

2. The director of EMA will convene a
‘working group with representatives
from selected counties to develop a
plan to provide all counties with access
to the EMS and train county staff.

3, The EMS system director will
develop and implement a backup sys-
tem (e.g., fax, e-mail) to ensure that all
counties receive news releases.

EMA Director

EMA Director

EMS System
Director

Completed
9.01-03

201-04

11504

111-15; Establish and Maintain
Rumor Control Operations

1. The Emergency Management
Agency (EMA) should advise Public
Information Officers (POs) to place a
high priority on developing a script (in
coordination with the Emergency Con-
trol Center (ECC)) for Rumor Control
staff to use in responding to public
inquiries.

2. The EMA should develop a fist of
Emergency Alert System (EAS) sta-
tions and frequencies as a reference
tool for Rumor Control

1. The director of EMA will work with
a group of State and local PIOs to
develop procedures for the develop-
ment and distribution of a script that
can be used by Rumor Control staff
during an emergency.

1. Alist of EAS stations and frequen-
cies has been developed and is avail-
able in the Emergency Operations
Center, the 911 Center, the Emergency
Control Center, and has been distributed
toall State and county PIOs.

2. The EMA PIO will review the ist at
the beginning of each month and report
any changes that are required.

EMA Director

EMAPIO

EMAPIO

1-15.04

Complete

Monthly

V-1: Develop and Implement
Protective Action Dedisions

None.





INFORMATION & GUIDANCE MEMO


08-03-05
DATE:
August 3, 2005
TO:
County Emergency Management Directors

FROM:
Johnnie L. Smith, Administrator

Wisconsin Emergency Management
SUBJECT:
WISCONSIN EMERGENCY MANAGEMENT EXERCISE POLICY
PURPOSE
The purpose of this Information & Guidance Memo is to establish exercise policy.  It supersedes all previous Information & Guidance Memos.
Purpose of an Exercise Program

The primary purpose of an exercise program is to improve the operational readiness of the emergency management system.  When such improvements are viewed as the overall goal, exercises can:

· Reveal planning strengths and weaknesses

· Identify resource needs

· Improve coordination

· Clarify roles and responsibilities

· Gain public recognition of the emergency management program

· Motivate public officials to support the emergency management program

· Validate plans and systems in “live” situations

· Foster cooperation among government agencies and private sector
· Increase awareness of proficiency and needs

Distribution:

MG Albert Wilkening, TAG

Col. Terrence McArdle, General’s Legal Counsel
WEM Staff

County Emergency Management Directors
OJA – Paul France

**Replaces Previous Information and Guidance Memo: 09-01-04
*  Previous Information & Guidance Memo: 08-02-05 Requests for Training & Exercise Projects
Note:  It is the intent of Wisconsin Emergency Management (WEM) to adopt the principles, tools and methodologies of Homeland Security’s’ Exercise and Evaluation Program (HSEEP).  There is extensive reference to HSEEP in this memo; however, WEM prefers to call the program where appropriate, in its more generic form of; Exercise and Evaluation, along with Exercise Evaluation Guides and Improvement Matrix.  The documentation referred to in this Information & Guidance Memo requires, regardless of exercise origin (OJA WMD, Unfunded WMD and All Hazard Exercises), submission to WEM of an Exercise Notification and Scope-memo, After Action Information Form, After Action Report and Improvement Matrix.  Currently, there is no comprehensive federal exercise database for recording exercise information other than the database that WEM uses.  The ability to generate exercise reports essential in tracking Wisconsin’s emergency response capability.  The State Training Exercise Officer is the only person authorized to provide assistance for all types of exercises and training.  Terrorism Project Exercise Coordinators (OJA) are authorized to assist with WMD grant funded exercises and training.  Consequently any exercise that has a WMD focus is eligible for coordinator assistance.  Exercises will be aligned with the annual Plan of Work.
Exercise Definitions:
Table Top Exercises (TT):
Tabletop exercises are designed to assess the adequacy emergency operations plans, policies, procedures, training, resources, and relationships or agreements that guide the prevention or response to a terrorist attack.  This assessment is done by a group of officials from various counties/agencies by talking through how they would respond to a simulated attack or All Hazards event.  In a typical tabletop exercise, players are presented with a scenario that provides information that would be available prior to, during and following an event.  Players discuss the plans, policies, procedures, resources, and agreements that are in place to respond to the scenario and the problems presented by the leader/moderator.  Problems are discussed as a group, and the resolution is generally agreed on and summarized by the leader.  In more advanced tabletops, players are given prescripted messages that alter the original scenario.

A tabletop exercise will test, at a minimum, Direction and Control and at least three (3) other Critical Tasks identified in Homeland Security Exercise and Evaluation Program (HSEEP) Volume II, Appendix B: Exercise Evaluation Guides and Appendix D, Exercise Improvement Matrix.  Scenario selection and development should place special emphasis on the Critical Tasks and Typical Steps that support response and recovery operations.  Players in this exercise will be department heads or their representatives, elected and appointed officials, and emergency managers.  Other players may be from volunteer agencies, hospitals and nursing homes, media, private industry, National Guard, school systems, public safety instructors, regional hazardous materials teams, etc.  
Discussion and discoveries generated during a tabletop should be used to begin planning for the next logical step in the exercise program—the functional exercise.
Functional Exercise (FE):
The functional exercise is designed to test the emergency operations plan and train the operational and policy level personnel.  This exercise will test multiple functions and provide training for several agencies including mutual aid agencies.  The exercise should incorporate a hazard that is a realistic threat to the community and should include the testing of Critical Tasks that were identified as needing improvement based on After Action statements made after a previous exercise.
Guidance on evaluating operations-based exercises, which include functional and full-scale exercises, are discussed in HSEEP Volume II, Chapter 2, the evaluation process for each type of exercise will follow the same general steps:  Plan and organize the evaluation before the exercise to determine what will be observed and where.  Observe the exercise and collect data.  Analyze the collected data to assess performance of the task, agency, discipline, function, and mission outcome levels.  Identify opportunities for improvement.  Draft the After Action Report (AAR).

The setting for a functional exercise will be an Emergency Operating Center or an established Incident or Unified Command Post consistent with the normal operating procedures that the agency(s) utilizes and under the principles of the Incident Command System.  A functional exercise will test, at a minimum, Direction and Control and at least five (5) other Critical Tasks.



Since the functional exercise does provide the opportunity to test many of the functions of the emergency operations plan and to train the responding personnel while continuing to identify corrective action needs, it is logical to assume that the functional exercise, with proper evaluation, should be used as a training and planning tool in the development of the next step in the exercise program—the full scale exercise.  Corrective actions should be taken following a functional exercise.  A full-scale exercise should not be conducted without first implementing the recommendations of a previous Corrective Action Process and Matrix.
The exercise design team will also include an exercise evaluation team, which will be responsible for developing written evaluation tools, selecting and training evaluators, evaluating the exercise, and preparing a written post-exercise evaluation, which includes corrective action recommendations.  Scenario selection and development should emphasize the Critical Tasks that support recovery operations.
Full-Scale Exercise:
The full-scale exercise is used to test the operational capabilities of the emergency operations plan, over an extended period of time, under simulated conditions.  This exercise also trains policy level personnel in the use of the Emergency Operating Center and Incident Command Post for coordination and control of resources.  The exercise should incorporate a hazard that is a realistic threat to the community and should include the testing of functions which were identified as needing improvement based on corrective action statements made after a previous exercise or actual occurrence.
A full-scale exercise will include activation of an Emergency Operating Center and an established command post consistent with the normal operating procedures that the agency(s) utilizes and under the principles of the Incident Command System.  Provisions should be made to test a minimum of the Direction and Control function and five (5) other Critical Tasks.  Scenario selection and development should emphasize the Critical Tasks that support recovery operations.
Mobilization of operational personnel in the field, as well as movement of personnel, resources and equipment, is an integral part of the full-scale exercise.  Every effort should be made during planning to create an environment for field personnel which as nearly as possible recreates an actual incident.  The use of moulage, artificial smoke, actual transport vehicles, etc., is encouraged.  The use of red lights and sirens during the response to an exercise is discouraged for the safety of the responders and the citizens.

Players in a full-scale exercise should not be members of the exercise design team.  The exercise design team may function as controllers, evaluators and simulators.  Provisions shall be made for a Safety Officer(s) at each exercise who will oversee the entire exercise and who will have complete authority to terminate the exercise in the event an unsafe condition or actual emergency arises.  
The exercise design team will also include an exercise evaluation team, which will be responsible for developing written evaluation tools, selecting and training evaluators, evaluating the exercise, and preparing a written post-exercise evaluation, which includes corrective action recommendations.

All Hazards
Hazards are divided into three categories, natural hazards (such as flood, tornado, wild fire, drought, or winter storm), technological hazards (such as hazardous materials spill, radiological release, dam failure, power failure, or transportation accident), and National Security/terrorism Hazards CBRNE (such as civil disorder or terrorism).  Selection of any of the three major hazard categories should be based on the local potential for an occurrence of that hazard.




2. 


Pre-Exercise*  The Regional Director will receive an electronic copy of the Exercise Notification and Scope- memo from the County Emergency Manager [Attachment (I)], thirty (30) days prior to the exercise, forwarding an electronic copy to Cregg.Reuter@dma.state.wi.us.
	Tabletop
	Functional
	Full-Scale

	The Exercise Notification Memo should include:

· Type of Exercise

· Date, time and location

· Request for tort liability coverage
· Scope of Exercise
· The Critical Tasks to be tested using Exercise Evaluation Guide format.  Tabletop Exercises will need to test at least three Critical Tasks.
· Agencies expected to participate.

· All Hazards focus
· Exercise goals and objectives detailed in HSEEP Volume II, page 16

	The Exercise Notification Memo should include:


· Type of Exercise

· Date, time and location
· Request for tort liability coverage

· Scope of Exercise
· The Critical Tasks to be tested using Exercise Evaluation Guide format.  Functional Exercises will need to test at least three Critical Tasks.
· Agencies expected to participate.

· All Hazards focus.

· Exercise goals and objectives detailed in HSEEP Volume II, page 16

	The Exercise Notification Memo should include:


· Type of Exercise

· Date, time and location
· Request for tort liability coverage
· Scope of Exercise

· Full-Scale Exercises will need to test Direction and Control Critical Tasks, using Exercise Evaluation Guide format.  Full-Scale Exercises will need to test at least five Critical Tasks.
· Agencies expected to participate.

· All Hazards focus
· Exercise goals and objectives detailed in HSEEP volume II, page 16
· Any significant simulations that will be used, i.e. trans-port trucks, airplanes, smoke grenades, moulage, etc.





During Exercise

	Tabletop
	Functional
	Full-Scale

	· 
· The Critical Functions to be discussed are Direction and Control and at least three (3) other Critical Tasks, including exercise goals and objectives detailed in HSEEP Volume II, page 16.

	· Functional Exercises will include testing of Direction and Control and at least three (3) other Critical Tasks, including exercise goals and objectives detailed in HSEEP Volume II, page 16.

· Functional exercises will require activation of an Emergency Operating Center or a Unified Command Post or both.  Elected or appointed official involvement as player(s) as appropriate.

· Emphasis should be placed on exercising functions of the Emergency Operations Plan that will aid in the recovery process.

	· Full-Scale Exercises will need to test Direction and Control and at least five (5) other Critical Tasks, including exercise goals and objectives detailed in HSEEP Volume II, page 16.

· Full-Scale exercises will require activation of an Emergency Operating Center and a Unified Command Post.  Elected or appointed official involvement as player(s) as appropriate.

· Emphasis should be placed on exercising Critical Tasks of the Emergency Operations Plan that will aid in the recovery process.

· Full-Scale exercises will require the activation of a field component to include movement of personnel, equipment and resources, which closely simulate an actual event.





Post-Exercise: After Action Report
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Tabletop, Functional, and Full-Scale Exercises 






· 
· 
· 
The County Director will submit an electronic copy of Participant Sign-In Sheets, After Action Report, Improvement Matrix and After Action Information Form to the Regional Director who will forward an electronic copy of these documents to Cregg.Reuter@dma.state.wi.us.  You can access a Sample After Action Report at Exercise Resources: http://emergencymanagement.wi.gov/ 
· Executive Summary

· Exercise Goals and Objectives
· Exercise Events Synopsis

· Analysis of Mission Outcome

· Analysis of Critical Task Performance

· Task Number and Description
· Issue Number and Description:

· References: 
· Summary
· Consequence
· Exercise Analysis
· Improvement  Recommendations
· Improvement Actions
· Conclusion
· Appendix A: Improvement Matrix

· The Improvement Plan Matrix lists, for each task, the recommendations, the improvement actions that will be taken, the responsible party or functional role no later than sixty (60) days after completion of the exercise or actual occurrence.

· The key elements of the corrective action process are exercise evaluations (written and oral) gleaned from exercises and actual events that identify improvement opportunities in the Emergency Operations Plan, Sample After Action Report.  It is important that the National Response Plan and the National Incident Management System be reflected in Exercise Design/Evaluation and After Action Report and Improvement Matrix.
For a detailed explanation of the Exercise Evaluation Program, please refer to HSEEP, Volume II, page 15.  Volumes I, II, III, and VI may be found on the Office of Domestic Preparedness Secure Web Site: https://odp.esportals.com/

Questions regarding this document should be directed to Daniel Wenborne, 608-242-3215, Cregg Reuter, 608‑242-3300 or Jerry Haberl, 608-242-3213.

For questions pertaining to Homeland Security Exercises, please contact:
Paul France, Office of Justice Assistance
Homeland Security Program
131 W. Wilson St., Suite 610
Madison, WI  53702
608-266-9565
Paul.france@oja.state.wi.us 











Exercise Notification/Scope Memo (WEM)
County Directors:  Please submit an electronic copy to your Regional Director within 30 days of actual exercise date
.  Regional Directors will forward an electronic copy to Cregg.Reuter@dma.state.wi.us.

Name of person completing this form (please print or type):      
TO:  ___________________________  (Regional Director’s name  
FROM:  _____________________   (County Director’s Name)
_________________  County intends to conduct a:  ___  Tabletop   ___ Functional  ___  Full-Scale


Exercise Date:_____________ Exercise Time: (24 Hour)________
Exercise Location: ____________________
Type of HAZARD SCENARIO:         ___Natural 
___Technological
___National Security/
Terrorism
 FORMCHECKBOX 
 Tort Liability [Please see: Wis. Stats. 166.03(8) (d) (e) (f)] is requested for this exercise.
List any significant simulations which will be used (i.e. transport trucks, airplanes, moulage, etc.):

_______________________________________________________________________________

Critical TASKS to be tested May include: 

Check All That Apply:
__  I. Criminal Prevention and Deterrence

__ II. Emergency Assessment

__ III. Emergency Management

__ IV. Incident Site Hazard Mitigation


__ V. Protection



__ VI. Victim Care

__ VII. Criminal Investigation and Apprehension
*Each Critical Function/Task # includes: Outcome/Task Response Element/Steps in Accomplishing Task Response Element








Exercise scenario:  Briefly Describe:



















































Exercise Scope Form




	Operations:  What types of 
Critical Tasks will be 
evaluated?


	     

	Agencies:  Which agencies 
will be involved?  
Check All that apply.

	__  Emergency Management
__  Hazardous Materials Team(s)     __  Hospital

__  Law Enforcement
__  Public Works                              __   State Agencies
__  Fire Agencies
__  Volunteer Organizations             __  Federal 

__  Emergency Medical Services
__  Administration                            __  Agriculture

__  Public Health                               __  Private
Other Agencies

	Personnel:
In what capacity will these p
eople be used:  Indicate 
numbers.

	Operational:       
Coordinators:       
Policy Makers:       

	Hazard:
List hazard selected.  
Provide description.


	     

	Geographical Area:
Where is the incident to 
occur?  Are other 
jurisdictions involved?


	     

	Date/Time: 

What date and time will 
the exercise take place.  
Rain date?

	     

	Type of Exercise:

Tabletop?

Functional?
Full-Scale?
	     






After Action Information Form
Exercise Information
The County Director will submit an electronic copy of the After Action Report, Improvement Matrix and After Action Information Form to the Regional Director who will forward an electronic copy of these documents to Cregg.Reuter@dma.state.wi.us.
Please submit along with Copy of After-Action Report and Matrix
County:

Anycounty
Exercise Location:
Anytown, WI
Exercise Name:
Strategic National Stockpile Full-Scale Exercie
Date/s of Exercise:
June 17 - 18, 2003
Hazard:

Please enter only one (1) P for the Primary Hazard and, if needed, one (1) or more S’s for Secondary type(s) of Hazard(s).
    Natural
    (P or S)
Technological
                                (P or S)    National Security/Terrorism  (P or S)
	Tornado 
	     
	Dam Failure
	     
	Biological
	     

	Drought
	     
	Hazardous Materials – Fixed Facility
	     
	Chemical
	     

	Flood 
	     
	Hazardous Materials – Transportation
	     
	Civil Disorder
	     

	Winter Storm 
	     
	Power Failure
	     
	Cyber
	     

	Wild Fire 
	     
	Radiological – Fixed Facility
	     
	Explosive
	     

	Landslide
	     
	Radiological – Transportation
	     
	Hostage
	     

	Subsidence
	     
	Structural Fires
	     
	Nuclear/Radiological
	     

	
	     
	Transportation Accidents

(Air/Rail/Highway/Water)
	     
	
	     


Type of Exercise: 

___ Tabletop

___ Functional             ___ Full–Scale

Exercise Focus (Check one or more):___ Preparedness ___ Mitigation ___ Response ___ Recovery




Indicate Number of Participants in each Category:

   



	
	Number
	
	Number
	
	Number

	State/Appointed Officials
	 
	Federal
	 
	Utilities
	 

	Civil Air Patrol
	 
	Law Enforcement
	 
	Volunteer Agencies
	 

	Communications
	 
	Search & Rescue 
	 
	Federal
	 

	Emergency Management
	 
	Private Industry
	 
	State
	 

	Finance
	 
	Public Information
	 
	Military
	 

	Fire
	 
	Public Participants
	 
	Other
	 

	Health & Medical
	 
	Public Works
	 
	
	 

	Human Services
	 
	Radiological
	 
	
	 

	School Personnel 
	 
	LEPC 
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STATE OF WISCONSIN \ DEPARTMENT OF MILITARY AFFAIRS


WISCONSIN EMERGENCY MANAGEMENT





	2400 WRIGHT STREET


	P.O. BOX 7865


	MADISON, WISCONSIN 53707-7865


		Telephone (608) 242-3232


		Facsimile (608) 242-3247


		24-Hour Emergency Hotline:  1-800-943-0003





		

















Attachment 2, Page 2
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County Emergency Manager/Director Signature:











_______________________________________________________________             Date: ________________________








Date: ________________________





Mail to: 


Wisconsin Emergency Management


Attn:  Exercise Training Officer


2400 Wright Street


PO Box 7865 


Madison, WI  53707-7865


Cregg.Reuter@dma.state.wi.us











Improvement Matrix








PAGE  

- 10 -

