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Preface

The purpose of publishing a Controller/Evaluator (C/E) Handbook is to aid exercise controllers and evaluators in the conduct and evaluation of an effective exercise. This handbook also enables controllers and evaluators to understand their roles and responsibilities in exercise execution and evaluation. Expert control and evaluation are the cornerstones of a successful exercise. Exercises are the culmination of training toward a higher level of preparedness. This handbook was produced with help, advice, and assistance from exercise planning team members from the U.S. Department of Homeland Security (DHS) and the [county, urban area, etc., as appropriate]. As such, this document is tangible evidence that these organizations have a public safety partnership for responding to a threat or act of terrorism.

The information in this document is current as of the date of publication, [month day, year], and is subject to change, as dictated by the exercise planning team.
This handbook is a supplement to the Exercise Plan (ExPlan). Refer to the ExPlan for basic information about the exercise, including participating agencies, schedules, briefings, and the responsibilities of various participants.

This handbook differs from the ExPlan in that it contains more detailed information about the exercise scenario and the duties and responsibilities of exercise controllers and evaluators.

For all information regarding the exercise and exercise conduct, controllers and evaluators should refer to this handbook, the ExPlan, and the additional exercise material that will be distributed during the C/E briefing.
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Administrative Handling Instructions

1. The title of this document is the [complete and formal name of document].

2. This document should be safeguarded, handled, transmitted, and stored in accordance with appropriate U.S. Department of Homeland Security (DHS) and [other, as appropriate] directives. It should be released to individuals on a strict need-to-know basis. Information contained herein was prepared for the exclusive use of exercise planning team members, project officers, and non-participant personnel involved in the operational and administrative aspects of the exercise. The contents of this handbook will not be divulged to exercise participants unless officially authorized by [State/agency/organization]. 

3. Reproduction of this document, in whole or in part, without prior written approval from [State/agency/organization] is prohibited.

4. For information on this exercise, please refer to the following points of contact (POCs): 

Local Contacts:
[name and title]

[organization]

[address]

[contact numbers]

[e-mail address]
Federal Contacts:

[name and title]

[organization]

[address]

[contact numbers]

[e-mail address]
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Chapter 1: General Information

DOCUMENT PURPOSE
The Controller and Evaluator (C/E) Handbook is designed to provide the essential information that you, as a controller or evaluator, will need to successfully coordinate and direct the exercise during play. Effective control and evaluation are necessary for an exercise because they provide immediate feedback; reinforce and validate training; and identify strengths, weaknesses, and opportunities for improved response. This handbook is divided into the following chapters:

· Chapter 1: General Information

· Chapter 2: Exercise Scenario

· Chapter 3: Safety Rules

· Chapter 4: Controller Information and Guidance

· Chapter 5: Evaluator Information and Guidance

Exercise information and materials should be given only to those people and organizations actually participating in the [complete and formal name of exercise]. The C/E Handbook for this exercise is a restricted document intended for controllers’ and evaluators’ eyes only. This document must be safeguarded from players so that they do not gain advance knowledge of specific exercise information.

The exercise will be conducted on [month day, year], from [start time in 24-hour-clock (military) format] to [end time in 24-hour-clock (military) format] [time zone—e.g., Pacific Standard Time (PST)]. Exercise play is scheduled for [x] hours or until the exercise director determines that the exercise objectives have been accomplished.
BACKGROUND
[Insert background reason for conduct of this exercise.]
[TICP language:] The U.S. Department of Homeland Security (DHS) requires Urban Area Security Initiative (UASI)-designated urban areas and other State-designated metropolitan areas to develop and test their TICPs with FSEs. The [exercise name] is designed to meet this requirement.

EXERCISE CONCEPT AND PURPOSE
General
The [exercise name] is designed to establish a learning environment for players to exercise emergency response plans, policies, and procedures [as they pertain to tactical interoperable communications]. 

Purpose

The purpose of this exercise is to evaluate the [State / urban area TICP]. 

Scope
The scope of play for the [exercise name] requires [establishing an incident scene and positioning responders in the field to perform the actions usually associated with an initial response to a terrorist incident. These actions include command and control, and tactical interoperable communications.]
Specifically, the [exercise name] requires [activation of the TICP. These actions include all aspects of the National Incident Management System (NIMS), and tactical interoperable communications to support local and regional area responders].

Assumptions
Assumptions constitute the implied factual foundation for the exercise and are therefore present before the start of the exercise. The following general assumptions apply to the [exercise name]:

· The exercise will be conducted in a no-fault learning environment, wherein systems and processes, not individuals, are evaluated.

· Exercise simulation will be realistic and plausible, containing sufficient detail for an effective response.

· Exercise players will react to the information and situations as they are presented, in the same manner as if this had been a real emergency incident.

· Emergency services personnel who respond to incident scenarios will operate in accordance with NIMS procedures and practices during this exercise.

· The goals and objectives of the exercise will be consistent with functional area operations and technical plans and procedures, whenever possible, as long as safety, cost effectiveness, and prudence are not compromised.

Constructs and Constraints
Constructs are exercise devices designed to enhance or improve exercise realism. Alternatively, constraints are exercise limitations that may detract from exercise realism. Constraints may be the inadvertent result of a faulty construct or may pertain to financial and staffing issues. Although there are a number of constructs and constraints (also know as exercise artificialities) for any exercise, the [exercise name] exercise planning team recognizes and accepts the following as necessary:

· Only those communication methods listed in the [State / urban area TICP, or other, as appropriate] will be available for players to use during the exercise.

· The participating agencies may need to balance exercise play with real-world emergencies. It is understood that real-world emergencies will take priority.

· Surrogates may be playing in place of some key decision makers. The surrogates, in most instances, will be junior to the principals they represent. Therefore, the surrogates’ actions during the exercise may not depict the same actions that might be taken by their respective principals. 
· The [exercise name] will be played in real time. Some events, however, may require time jumps or may be accelerated to meet exercise objectives. 

· All exercise incidents and events will be based on a scripted Master Scenario Events List [MSEL]. All events and incidents are fictitious and are not based on any known threat to the [State / urban area].

EXERCISE OBJECTIVES
The [exercise name] exercise planning team selected objectives that focus on [evaluating emergency response procedures, identifying areas for improvement, and achieving a collaborative attitude]. This exercise will focus on the following [tactical interoperable communications] objectives:
[List objectives]
[TICP language:]
1. Evaluate and assess the receipt, notification, documentation, and implementation of the primary dispatch center protocols to effectively establish and maintain a multi-disciplinary/multi-jurisdictional response to a large-scale incident.

2. Assess the ability to identify, establish, and manage necessary communications logistics for a large-scale incident. 

3. Verify the establishment of Incident Command and collaboration of necessary unified incident management components to effectively communicate with all responding agencies. 

4. Evaluate the communications unit leader’s ability to implement the necessary components and actions in accordance with [the TICP or TICPs].

5. Verify inventory, functionality, maintenance, and technological support of communications equipment.

PARTICIPANT ROLES AND RESPONSIBILITIES
Exercise Director
The exercise director is responsible for planning, coordinating, and overseeing all exercise functions. He or she manages exercise activities and maintains a close dialogue with the senior controller regarding the status of play and the achievement of the exercise design objectives.

Senior Controller
The senior controller is responsible for the overall organization of the exercise and takes direction from the exercise director. The senior controller monitors exercise progress and coordinates decisions regarding deviations or significant changes to the scenario caused by unexpected developments during play. He or she also monitors actions by individual controllers; ensures that controllers implement all designated and modified actions at the appropriate time; and coordinates any required modifications to the timeline and individual event implementers with the appropriate functional area controller. The senior controller debriefs controllers and evaluators after the exercise and oversees the setup and takedown of the exercise.

Safety Controller
The safety controller is responsible for monitoring exercise safety during exercise setup, conduct, and cleanup. All exercise participants must assist the safety controller by reporting any safety concerns.

Controllers
Controllers are exercise participants who plan and manage exercise play, set up and operate the exercise incident site, and act in the roles of response individuals and agencies not actually playing in the exercise. Controllers provide key data to players and may prompt or initiate certain player actions to ensure exercise continuity. Controllers are the only participants who will provide information or direction to players. Controllers may employ compressed time to ensure exercise continuity and completion. Any changes that impact the scenario or affect other areas of play must be coordinated through the lead controller, who will coordinate with the exercise director. All controllers will be accountable to the lead controller. 

[Following paragraph for TICP exercises only:]
TICP Evaluators
The TICP independent assessment team is comprised of experienced and/or trained evaluators from State and local agencies, as well as members of the Interoperable Communication Technical Assistance Program (ICTAP) and SAFECOM. (SAFECOM is working with existing Federal communications initiatives and key public safety stakeholders to develop better technologies and processes for the cross-jurisdictional and cross-disciplinary coordination of existing systems and future networks.) The TICP independent assessment team has no vested interest in the community, agency, or department it is evaluating. The assessment team will be using Exercise Evaluation Guides (EEGs) to evaluate the tactical interoperable communications capability (according to the Target Capabilities List) and related critical tasks (according to the Universal Task List). TICP evaluators have a passive role in the exercise and only note the actions of players as those actions pertain to tactical interoperable communications; they do not interfere with the flow of the exercise.

Evaluators
Evaluators may be chosen from various agencies to evaluate and comment on designated functional areas of the exercise. Evaluators document and evaluate participants’ performance against established emergency plans and exercise evaluation criteria. Evaluators are technical or functional experts tasked to assess participant performance and equipment against emergency plans, implementation procedures, and checklists. Evaluators have a passive role in the exercise and only note the actions of players; they do not interfere with the flow of the exercise.

Players
Players are agency personnel who have an active role in responding to the incident by performing their regular roles and responsibilities during the exercise scenario (see Table 1.1). Players also include communications personnel who may be off site but have an integral role in directing agency responses and actions. Players initiate actions that will control and mitigate the simulated emergency. 

Table 1.1 [State, agency, etc.] Participating Organizations

	Local

	
	

	
	

	
	

	
	

	
	

	
	

	Federal

	
	


Observers
Observers view all or selected portions of exercise play. Observers do not participate in exercise play or in exercise control functions.

Exercise Staff
Exercise staff refers to exercise planning team members.

EXERCISE IMPLEMENTATION AND RULES
The following exercise implementation guidelines and rules apply to all exercise participants:

· Real emergency actions take priority over exercise actions. 

· [“This is NOT a drill”] will be the designated phrase that indicates there is an emergency in the exercise area that requires immediate attention and may or may not stop exercise play.

· Controllers will use the designated phrase, [“Timeout”], to temporarily stop exercise play.

· Modification or intentional disruption of communication circuits is prohibited.

· Exercise players will comply with real-world response procedures unless otherwise directed by controllers. Responder rules of conduct are outlined in the Exercise Plan (ExPlan).

· All written and verbal communications made during the exercise will begin and end with the phrase, “This is an exercise.”
· Exercise players placing telephone calls must identify the organization, agency, office, or individual with whom they wish to speak.

SITE SECURITY
Security
[Personnel or organization] will control entry to the exercise sites/venues. Personnel responsible for site security will be highly visible on the field and will be identified by [x]. 

To prevent confusion and interruption of the exercise, access to the exercise sites will be limited to exercise participants and previously identified observers and very important personnel (VIPs) only. Those personnel performing exercise site security are not direct participants in the exercise and will not be exposed (as part of the exercise) to any scenario-related play. 

Participants should advise their facility’s controller or evaluator if an unauthorized person is present. Each organization should follow its internal security procedures, augmented as necessary to comply with exercise requirements. 

Observer/VIP Coordination
The [personnel or organization] will coordinate access to the exercise site for observers and VIPs. Observers will be escorted to an observation area for orientation and will remain there for the conduct of the exercise. 

Media
Media personnel will view the exercise from a designated area. Media will be asked to remain within the designated observation area during the exercise. Representatives from the [agency or organization] will be available to explain the exercise and answer questions for the media during the exercise.

EXERCISE IDENTIFICATION
Distinctive badges will be issued to exercise staff—this includes controllers, evaluators [and TICP evaluators], players, observers, and the media—to ensure that they are identified correctly. The following table describes identification items.
Table 1.2 Exercise Identification Items

	Group
	Hat Color
	Badge Color

	Exercise Director/Senior Controller
	Black
	White

	Controllers
	Black
	Green

	Evaluators
	Red
	Red

	Support Staff
	None
	Blue

	Observers
	None
	Orange

	VIPs
	None
	Yellow

	Media Personnel
	None
	Pink

	First Responders, Uniformed
	None
	Black

	First Responders, Civilian Clothes
	None
	Black


LOGISTICS
This section specifies tasks required to support exercise preparation, conduct, and/or evaluation. This logistics plan includes obtaining briefing rooms, communications requirements, meals, transportation, and facility security badging and access, as well as notifying controllers.

Parking and Transportation
Controllers and evaluators will coordinate transportation to their respective exercise locations, where parking will be available. Parking information and directions to [exercise site/venue] are available in [Appendix C].

Lunch
Food and refreshments will be provided to all exercise personnel.

Restroom Facilities
Restroom facilities will be located on site for use during the exercise.

Cleanup and Restoration
Following the exercise, controllers, evaluators, and players will begin cleanup operations to restore the area to pre-exercise conditions. All agencies will assist in these efforts.

Recording and Documenting Activities
Media camera crews and still photographers will be operating throughout the exercise. All participants should be advised of their presence and instructed to fully cooperate.

PUBLIC AFFAIRS
General
This exercise offers jurisdictions the opportunity to demonstrate an increased readiness to deal with an emergency. Any public safety exercise of this scope is newsworthy. It is recommended that officials who will talk to the media be chosen ahead of time so they can properly prepare themselves. 

Special attention must be given to the needs of the news media, allowing them to get as complete and accurate a story as possible, but ensuring that their activities do not impact the realism of the exercise, compromise safety, or affect completion of exercise objectives.

Exercise Responsibilities
The [State / urban area] and the media have the following key responsibilities:

1. Pre-Exercise: The exercise planning team is responsible for disseminating public information in advance of the exercise, if desired. An exercise public information officer (PIO) will prepare a pre-exercise news release for review by all partners. When finalized, the news release will be distributed to all partners.
2. During the Exercise: Each facility or jurisdiction will follow internal procedures and establish an appropriate plan to work with the media during the exercise. Media personnel will only enter the exercise play area with assigned escorts at all times.
The participating jurisdictions are responsible for disseminating public information in advance of the [exercise name]. The [personnel or organization] will coordinate this function.

Chapter 2: Exercise Scenario

[Insert the exercise scenario]
Scenario Confidentiality
The [complete and formal name of exercise] may pose politically sensitive issues and may portray detailed response plans and potential response shortcomings. Planners and participants must treat exercise-related information as sensitive. Information related to the exercise may not be reproduced or released without the express consent of [State, urban area, agency, or organization] authorities.

Chapter 3: Safety Rules

general safety precautions

Exercise safety takes priority over exercise events. Although the organizations involved in the [complete and formal name of exercise] come from various response agencies, they share the basic responsibility for ensuring a safe environment for all personnel involved in the exercise. The following general requirements apply to the [name of exercise]:

· An exercise safety controller will be identified and will be responsible for participant safety.

· All exercise controllers, evaluators, and staff will serve as safety observers while exercise activities are underway. Any safety concerns must be immediately reported to the safety controller.

· Participants will be responsible for their own and each other’s safety during the exercise. It is the responsibility of all persons associated with the exercise to stop play if, in their opinion, a real safety problem exists. Once the problem is corrected, exercise play can be restarted.

· All organizations will comply with their respective environmental, health, and safety plans and procedures, as well as the appropriate Federal, State, and local environmental health and safety regulations. 

Electrical and Generating Device Hazards
All electrical and generating devices will be clearly marked to prevent inadvertent contact. All generating devices will be located in areas where exhaust gases will not pose any potential for exposure to exercise participants (e.g., located away from buildings to prevent the buildup of carbon monoxide inside).

Fire Safety
The local fire department must be notified and will provide support in case of an actual fire. The following fire safety requirements apply to the [name of exercise]:

· Firefighting equipment will be readily available and in close proximity. 

· Particular care will be given to ensure that no exercise operations cause unintentional fires. 

· Re-supply fuels (e.g., gasoline, kerosene, diesel fuel) will be stored in approved containers, clearly labeled for content, and stored away from combustible materials. These fuels will not be stored within 50 feet of an ignition source (e.g., open flames, electrical or gas-operated equipment). No smoking signs will be posted near the storage area. Fire extinguishers and other safety equipment will be stored close to the storage area, but not with the containers. Fuels will be handled using safe handling methods. 

Alcohol
Alcohol consumption will not be allowed during the exercise. If a controller detects the presence of alcohol on a participant, or if a participant is believed to be under the influence, the controller will remove the participant from the exercise and report the participant to his or her supervisor for appropriate follow-on action.

Prescription Medication
Participants taking prescription medication will report this information through their chain of command. Supervisors should inform the exercise safety controller of the decision to allow such an individual to participate.

Illegal Drugs
The use of illegal drugs is prohibited. If a controller detects the presence of drugs on a participant, or if a participant is believed to be under the influence, the controller will remove the participant from the exercise and report the participant to his or her supervisor for appropriate follow-on action.

Heat Stress
Heat stress is defined by the following conditions presented in order of increasing severity: heat rash, heat cramps, heat exhaustion, and heat stroke (hot, dry skin). Ambient temperature, ambient humidity, work activity, type and level of personal protective equipment (PPE), and physical fitness/acclimatization of exercise participants mainly influence heat stress. Generally, exercise participants who will be at the highest risk are personnel required to wear PPE and perform heavy work activity during the warmest times of the day.

Heat stress can be controlled by drinking plenty of water (available at the site), avoiding alcohol (before and during exercise), complying with proper work/rest regimens, and maintaining a core body temperature below 100.4 degrees Fahrenheit. Controllers are responsible for assessing the exercise participants for heat stress potential and taking prompt corrective action to mitigate dangerous heat stress conditions. Heat stress is generally monitored and controlled according to American Conference of Government Industrial Hygienists (ACGIH) criteria.

Exercise participants who experience a significant heat stress condition (e.g., heat exhaus​tion and heat stroke) should immediately stop working, inform a safety controller, and report to the on-site medical responders. Basic response actions for a victim of severe heat stress include moving to a shaded location (preferably air conditioned), removing PPE and excess clothing, and administering water.

weapons policy

It is the policy of the U.S. Department of Homeland Security (DHS) to ensure that every effort is made to provide a safe and secure environment at all DHS-sponsored exercises for its participants, observers / very important personnel (VIPs), volunteers, and the general public. Exercise planners and controllers will plan for and promulgate control measures with regard to weapons, whether introduced as a simulated device during exercise play or used by law enforcement officers in their normal scope of duties. 

· For the purpose of this policy, the term “weapon” includes all firearms, knives, explosive devices (including less-than-lethal weapons, tools, and devices), and any other object capable of causing bodily harm.

· Qualified personnel (e.g., law enforcement, security, military) with legal authority to carry weapons having an assigned exercise role (e.g., responder, tactical team) and the potential for interaction with other exercise participants shall NOT carry a loaded weapon within the confines of the exercise play area. Such personnel may continue to carry their weapon only after it has been properly cleared and rendered safe (i.e., no ammunition in chamber, cylinder, breach, or magazines) and only after being marked or identified in a conspicuous manner (e.g., bright visible tape around the visible stock or holster). Using assigned, armed personnel to secure an area clearly marked off limits is acceptable and should be consistent with host jurisdiction weapons security policies.

· Qualified personnel (e.g., law enforcement, security, military) with legal authority to carry weapons who are utilized to provide real-world perimeter security for the exercise and have no assigned or direct interaction with exercise participants may continue to carry loaded weapons as part of their normal scope of duty.

· All other personnel with no legal authority to carry weapons shall not bring, introduce, or have in their possession any weapon of any type in any area associated with the exercise. Safety briefings will be provided to all exercise participants specifying provisions and policies regarding weapons prior to the start of the exercise.

· Simulated explosive devices, such as “flash bangs,” pyrotechnics, flares, smoke grenades, etc. will be handled and/or detonated only by qualified exercise staff or bomb technicians.

· Aggressive behavior will not be tolerated during exercise conduct, except in matters of self-defense. Examples of aggressive behavior may include but are not limited to: excessive speeding; uncontrolled animals (e.g., K-9s, horses); employment of defense products (e.g., mace, pepper spray, stun guns, tasers, batons); and forceful use of operational response equipment or tools (e.g., pike poles, hose lines used at full stream on victims).

accident reporting and real emergencies

For an emergency that requires assistance, the phrase, [“This is NOT a drill,] must be used. A dedicated, non-participating Advanced Life Support (ALS) ambulance and crew will be on site throughout the exercise to provide any needed real-world medical support. The following procedures should be used if a real emergency occurs during the exercise:

· Anyone observing a participant who is seriously ill or injured must first advise the nearest controller, then if possible, render aid, provided the aid does not exceed his or her training.

· The controller who is made aware of a real emergency will initiate the broadcast, [“This is NOT a drill,”] on the controller radio network, and provide the following information to the senior controller and exercise director:

· Venue/function

· Location within the venue/function

· Condition

· Requirements

· If the nature of the emergency requires a suspension of the exercise at the exercise site or for the exercise function, all exercise activities at that facility will immediately cease. Exercise play may resume once the real emergency situation has been addressed. 

· Exercise play at other sites and for other functions should not cease if one site/function has declared a [“This is NOT a drill,] unless play at the other sites is reliant on the affected venue.

· If a real emergency occurs that affects the entire exercise, the exercise may be suspended or terminated at the discretion of the exercise director and senior controller. The exercise director or senior controller will make the notification.
Chapter 4: Controller Information and Guidance

exercise controller organization

Controllers, evaluators, and personnel essential to the exercise are collectively referred to as the exercise organization. The exercise organization, as of the publication of this document, is shown in Figure 4.1. This organization will control all exercise activities at all exercise locations. Table 4.1 details specific controller responsibilities.
exercise control CONCEPT
An exercise organization (see Figure 4.1) will be used to control exercise play at all locations. The scope of play and number of participating agencies will require close cooperation throughout the exercise planning process. An essential element for the successful conduct of this exercise will be the integration of all exercise controllers into a cohesive team. 

Figure 4.1 [Exercise Name] Exercise Organization




Table 4.1 Controller Responsibilities
	Exercise Director

	Oversees all exercise functions

	Oversees and remains in contact with controllers and evaluators

	Debriefs controllers and evaluators following the exercise

	Oversees setup and cleanup of exercise and positioning of controllers and evaluators

	Is safety officer for his or her site

	Safety Officer 

	Establishes and maintains safe environment to exercise

	Oversees site safety operations

	Enforces weapons policy and clears all player weapons

	Site Security Officer

	Establishes and maintains security at the exercise site

	Oversees site security details

	Enforces site access procedures

	Is safety officer for his or her site

	Public Information Officer(s)

	Escorts observers

	Provides narration/explanation during exercise events, as needed

	Performs pre-exercise and post-exercise public affairs duties

	May act as media briefer and escort at the exercise site

	Is safety officer for his or her site

	Controller(s)

	Issues exercise materials to players, as required

	Monitors exercise timeline

	Provides input (i.e., injects) to players as described in the MSEL

	Is safety officer for his or her site


controller exercise materials

Controllers and evaluators will be issued their exercise materials at the controller/evaluator (C/E) briefing on [month day, year], at [location]. The controller and evaluator materials package will consist of the Exercise Plan (ExPlan) and C/E Handbook, including Exercise Evaluation Guides (EEGs), activity logs, badges, and other exercise tools (e.g., Master Scenario Events List [MSEL]). Controllers and evaluators may reorganize the material so the information critical to their specific assignment is readily accessible. Controllers and evaluators must bring their packages to the exercise. Controllers and evaluators may also bring additional professional materials specific to their assigned exercise activities.

Incident Simulation
Because this exercise is limited in duration and scope, controllers will relay to players the physical description of what would fully occur at the incident site and surrounding areas. Controllers will describe additional details of the scenario for players verbally, or with limited written materials, so players understand what is happening in and around the incident scene.

Scenario Tools
The MSEL outlines benchmarks and injects that drive exercise play and provide realistic input to exercise players. It provides information that would be expected to be received from simulated organizations (i.e., those non-participating organizations, agencies, and individuals that would usually respond to such an incident). Specifically, it consists of the following:

· A timeline that lists key exercise events, including scheduled injects and expected player action events. The timeline is used as a benchmark to track exercise events relative to desired response activities.

· A list of injects in which each inject is given a detailed description. An inject includes seven items of information: inject time, intended recipient, responsible controller, inject type, a detailed description of the event surrounding the inject, and the expected player action.

exercise communications plan

Controller Communications
A controller communications network will be established for the exercise. The controller network will link control personnel at all play areas and will remain separate from the player network. In no case will controller communications interfere with, or override, player communications circuits.

Evaluator Communications
Within the pre-established controller communications network, an evaluator communication network will be established for the exercise. The evaluator network will link the assessment team at all play areas and will remain separate from the player network. In no case will evaluator communications interfere with, or override, player communications circuits. 
Player Communication
Players will use routine, in-place agency communication systems. Additional communication assets may be made available as the exercise progresses. In no instance will exercise communication interfere with real-world emergency communications. Each venue will coordinate its own internal communication networks and channels. 
Spoken and written communications will start and end with the statement,

“This is an exercise.”
Communications Check
Before the start of the exercise, the senior controller will conduct a communication check with all interfacing communication means to ensure redundancy and uninterrupted flow of control information. 

Exercise Start, Suspension, and Termination Instructions
The exercise is scheduled to run for [X] hours or until the exercise director and senior controller determine that the exercise objectives have been met. The exercise director will announce the start of the exercise and exercise suspension or termination through the pre-established controller communications network. 
controller instructions

Before the Exercise

Controllers must perform the following duties before the start of the exercise:

· Review the appropriate emergency plans, procedures, and protocols.

· Review appropriate exercise package materials including the objectives, scenario, injects or implementers, safety and security plans, and evaluator instructions.

· Attend required briefings.

· Review the exercise objectives and controller package for your area of responsibility.

· Review the EEGs and other supporting material for your area of responsibility.

During the Exercise

Controllers must perform the following duties during the exercise:
· Report to the exercise check-in location at the time designated in the exercise Schedule of Events, meet with the exercise staff, and present the player briefing.

· Be at the appropriate location at least 15 minutes before the start of the exercise. If you are not assigned to a specific site, be in place to meet the participants at least 15 minutes before the start of the exercise.

· Obtain or locate necessary communications equipment and test it to ensure satisfactory communication between controllers and the exercise director.

· Wear controller identification (i.e., distinctive badge, hat). Controller and evaluator badges will be issued at the C/E briefing.

· During exercise play, avoid personal conversations with any exercise player.

· If you have been given injects, deliver them to the appropriate players at the time indicated in the MSEL (or as directed by the exercise director). Caution: If receipt of the information depends on some action to be taken by the player, do not deliver the inject until the player has earned the information by successfully accomplishing the required action.
· When you deliver an inject, notify the exercise director and note the time delivered and the associated player actions.

· Receive and record exercise information from players that is directed to non-participating organizations.

· Record all significant actions and events observed.

· Observe and record exercise artificialities that interfere with exercise realism. If an artificiality interferes with exercise play, report it to the exercise director.

· Begin and end all exercise communications with the phrase, “This is an exercise.” This precaution is taken so anyone overhearing the conversation will not inadvertently mistake exercise play for an actual emergency.
· During the exercise, do not prompt a player regarding what a specific response should be unless an inject directs you to do so. Clarify information as long as it does not provide coaching.

· Ensure that all observers and media personnel stay out of the exercise activity area during the exercise. If you need assistance, notify the exercise director.

· Do not give information to the players regarding scenario event progress or resolution of problems encountered by others. Players are expected to obtain information through their own resources.

· The exercise director will notify you when the exercise has been suspended or terminated. The exercise will be terminated when the exercise director determines that all exercise objectives have been met or enough time has elapsed for objectives to have been demonstrated.

After Exercise Play

Controllers must perform the following duties after the exercise:
· Distribute and collect copies of Participant Feedback Forms and pertinent documentation. Give this information to the exercise director. Coordinate this task with the evaluator in your area.

· In keeping with the no-fault approach to the exercise, conduct a player hot wash at your venue and, in coordination with the venue evaluator, take notes on findings identified by exercise players. Before the hot wash, if controllers or evaluators are asked for their impressions of how things went, specific issues or problems should not be discussed. At exercise termination, summarize your notes and prepare for the C/E debriefing. 

exercise events and briefings

Controller and Evaluator Orientation Briefing
A comprehensive C/E briefing will be conducted the day before the exercise at [time in 24-hour-clock (military) format] [time zone—e.g., Pacific Standard Time (PST)] at [location]. Each controller and evaluator is required to attend this session, plus any specialized training required, to learn all assigned responsibilities. This is also the time for the C/E teams to get acquainted and address in advance any known issues that might arise during the exercise. 

Participant Orientation Briefing
Participants will check-in at the Assembly Area no later than [time in 24-hour-clock (military) format, not necessary to repeat time zone] for final instruction. A participant orientation briefing is scheduled at 0930 in the Assembly Area.

Exercise Play
Controllers and evaluators will check-in no later than [time] at their respective assigned exercise locations for final instruction. All controllers must be in their assigned places for the start of the exercise no later than [time] on [month day, year].

Exercise play will begin at [time] on [month day, year], with a situation update. The appropriate agencies will respond in accordance with their regular dispatch/response procedures. Play will proceed according to the events outlined in the MSEL, in accordance with established plans and procedures. The exercise is expected to end at [time].

Participant Hot Wash
Immediately following the exercise, players must gather at the hot wash to share their impressions about exercise conduct and play. Observers are not encouraged to attend, unless exercise officials specifically invite them. Controllers and evaluators are encouraged to attend because they may find the information useful for the completion of controller notes and evaluation forms.

Controller, Evaluator, and Senior Agency Official Debriefing
This debriefing is a forum for representatives to review the exercise, build an overall timeline of events, and coordinate to complete a draft version of the After Action Report (AAR) and Improvement Plan (IP). It will be a facilitated discussion covering each functional area and the exercise process. Breakout sessions by functional groups will follow the facilitated discussion in order to build a timeline of events and initiate development of the AAR/IP.

exercise report

After Action Report
The AAR is the culmination of the [complete and formal exercise name]. It is a written report outlining strengths and areas for improvement identified during the exercise. The AAR will include a timeline, an executive summary, the scenario description, mission outcomes, and a capability analysis. The AAR will be drafted by a core group of individuals from the exercise planning team. 

Improvement Plan
The improvement process represents the comprehensive, continuing preparedness effort of which [State / urban area] is a part. The lessons learned and recommendations from the AAR will be incorporated into an IP.

The IP identifies how recommendations will be addressed, including what actions will be taken, who is responsible for taking those actions, and the timeline for the completion of those actions. It is created by key stakeholders from [State / urban area] participating agencies during the After Action Conference.

Chapter 5: Evaluator Information and Guidance

GENERAL INFORMATION
The goal of exercise evaluation is to validate strengths and identify improvement opportunities for the participating organization(s). [TICP language:] In the case of the Tactical Interoperable Communications Plan (TICP) exercise series, evaluation attempts to build upon previously conducted plan reviews and validate that the TICP is being effectively implemented. This validation aims to answer the following questions: 

· Was the plan followed during the exercise? 

· Did the agencies do what they said they were going to do?

· Was the plan effective?

This is accomplished by the following: 

· Observing the exercise and collecting supporting data

· Analyzing the data to compare performance against expected outcomes

· Determining what changes need to be made to the procedures, plans, staffing, equipment, communications, organizations, and interagency coordination to ensure expected outcomes

The evaluation results will be used by the U.S. Department of Homeland Security (DHS) to serve as an opportunity to identify ways for building strengths and improving capabilities. 

OVERVIEW OF EVALUATION METHODOLOGY
[TICP language:]
The TICP exercise series will use an evaluation methodology that is based on the structure established by SAFECOM for its interoperability baseline assessment. SAFECOM is a communications program within the Office for Interoperability and Compatibility (OIC) that provides research, development, testing and evaluation, guidance, tools, and templates for Federal, State, local, and tribal public safety agencies working to improve public safety response through more effective and efficient interoperable wireless communications. 

SAFECOM Interoperability Baseline Assessment
In 2005, SAFECOM initiated a project to create an interoperability baseline assessment process. This process sought to define how the level of interoperability in an agency or region can be assessed. SAFECOM’s working group developed a template for its national assessment that uses the five elements of interoperability introduced in the SAFECOM Interoperability Continuum. These elements were then broken down into 13 measurable sub-elements, as illustrated in Table 5.1. The performance of each urban area relative to these elements will be summarized in a TICP Validation Report Card, which will contribute to the national assessment.
Table 5.1 SAFECOM Measurable Elements
	Interoperability Continuum Element
	Baseline Assessment
Sub-Element

	Governance
	- Leadership

- Decision-making Groups

- Agreements

- Interoperability Funding

- Strategic Planning

	Standard Operating Procedures
	- Policy, Practices, and Procedures

- Command and Control

	Technology
	- Approaches

- Implementation

- Maintenance and Support

	Training and Exercises
	- Operator Training

- Exercises

	Usage
	- Frequency of Use and Familiarity


TICP Exercise AAR/IP
Because the TICP exercise After Action Reports (AARs) and Improvement Plans (IPs) will be vital input into the TICP Validation Report Cards, aligning the format of the AAR/IP with that of the report card will allow the easy integration of exercise data into the final validation. Therefore, the AAR/IP will be organized around SAFECOM’s interoperability continuum elements, with a section of the AAR/IP devoted to each element. (The AAR/IP will only focus on three of the five elements because two of the elements—Governance and Training and Exercises—are not exercisable. The assessment of those two elements will be achieved primarily through the Plan Review process conducted by the Interoperable Communication Technical Assistance Program [ICTAP].)
For each element and sub-element, the lead evaluator will provide an assessment of how well the site performed, to include best practices and areas for improvement. Specific issues and observations will be identified for each element and sub-element, and recommendations for resolving issues will be provided, based on the input of ICTAP, SAFECOM, and peer evaluators.

Finally, the lead evaluator will assign a rating for each element (or sub-element) based on standard criteria. The ratings represent various stages of development: Early Development, Moderate Development, Full Development, and Advanced Development. Definitions of ratings for each element will be provided. This is the same rating system used by the SAFECOM baseline assessment. 
TICP Exercise Evaluation Guides
The content for the AAR/IP will be drawn from the Exercise Evaluation Guides (EEGs). Each evaluator will be provided with a tailored TICP EEG that will provide specific guidance on what data to collect during the exercise, how to record it, and how to analyze it prior to submission to the lead evaluator. The lead evaluator and his or her counterpart lead controller will compile all evaluator submissions into the first working draft of the AAR/IP. 
The EEGs provide a list of tasks that players are expected to perform during the exercise in order to implement their TICP. These tasks, drawn primarily from the Universal Task List (UTL) and the Target Capabilities List (TCL), will be divided into critical tasks (those tasks that are required in order to demonstrate the capability) and supporting tasks (those tasks that enhance performance, but are not required). Evaluators’ observations regarding the level of performance of these tasks will inform the ratings assigned by the lead evaluator in the AAR/IP.

All tasks will be mapped to the SAFECOM interoperability continuum elements so that the data collected on them can be readily incorporated into the appropriate sections of the AAR/IP and, ultimately, the TICP Validation Report Card.

EVALUATION RESPONSIBILITIES
Player performance must be observed and analyzed against plans, policies, procedures, and practices using criteria established before the exercise. Evaluators document the player performance using EEGs as well as information obtained during the player hot wash. The evaluations, documentation, hot wash, and debriefing discussion(s) provide important information that substantiates exercise conduct and performance. An AAR/IP will be written that summarizes the overall results of the exercise [and provides a comprehensive assessment of the TICP implementation].

Before the Exercise
Evaluators must perform the following duties before the exercise:
· Review the appropriate plans, procedures, and protocols.

· Attend required briefings.

· Review appropriate exercise materials including the Exercise Plan (ExPlan) and evaluator instructions.

· Review the EEGs and other supporting material for your area of responsibility.

· Report to the exercise location at the time designated in the Schedule of Events. Check-in and meet with exercise staff.

· Be at the appropriate location at least 15 minutes before the start of the exercise. If you are not assigned to a specific site, be in place to deploy as necessary at least 15 minutes before the start of the exercise.

· Obtain or locate necessary communications equipment and test it to ensure satisfactory communication between controllers and the exercise director.

· Wear evaluator identification (i.e., a distinctive badge). Badges will be issued at the Controller and Evaluator (C/E) training.

During the exercise, the evaluators’ primary duty is documenting player performance. After the exercise, that data will be used to determine whether the TICP was effectively implemented and to identify strengths and improvement items.

Documenting the Exercise
It is essential that evaluators keep accurate records and notes because these will form the basis for performance evaluation. The value of evaluation is its ability to provide constructive feedback (positive and/or negative) to improve the effectiveness of an organization’s response to emergencies. Accurate and detailed documentation is critical to creating a full record of all the events in an exercise and to understand player actions.

Evaluators will document the exercise by using the appropriate EEGs for actions in their area. Evaluators should document key activities and those that require a timely response for later evaluation.

Evaluators must review their forms and notes immediately following the exercise to ensure an accurate reconstruction of events and activities for discussion at the C/E debriefing. Evaluation materials, including notes and forms, are part of the exercise documentation. Checklists and evaluation forms must be completed as thoroughly and accurately as possible.

Evaluator Package


Evaluators will receive their materials for review at the evaluator training. The evaluator package contains the C/E Handbook, EEGs, and other items that may be required. Evaluators should bring their package to the exercise. Evaluators may reorganize the material so the information critical to their specific assignment is readily accessible, and they may bring additional professional materials specific to their assigned activities.

Controller and Evaluator Training
This meeting prepares evaluators for performance of their functions. It includes a detailed review of exercise activities and is the time for evaluators to ask questions and ensure that they completely understand their roles and responsibilities. Evaluator questions should be addressed and information clarified so controllers and evaluators feel confident they can effectively perform their assignments.

EVALUATOR INSTRUCTIONS AND GUIDELINES
General
During the exercise, evaluators should not interact with players in such a way that interferes with player performance and/or results in prompting players regarding specific responses. Evaluators should generally avoid personal conversations with any player. Evaluators should not give information to the players regarding event progress or resolution of problems encountered by others. Players are expected to obtain information through their own resources.

Evaluation Basics
Remember, your experience and expertise are your most important tools. Experienced evaluators use the following techniques for effective evaluation:

· Use the EEGs to confirm that evaluation objectives are met.

· Take detailed notes concerning significant activities observed, including the time in which they are observed.

· When more than one evaluator is assigned to an area, divide responsibilities to ensure detailed evaluation of player activities.

· Stay in proximity to player decision makers.

· Focus on critical tasks, as specified in the EEGs.

Recording Important Events
Although numerous events may occur simultaneously, evaluators do not need to record all the action. Knowing which events are important eliminates superfluous information and provides the kind of data most useful for evaluation. Important events and event evaluators to record include the following:

· Initiating scenario events

· Actions of players in relation to the event

· Key decisions made by managers and the times these decisions are made

· Deviations from plans and implementation procedures

· Times when significant actions are completed

· Equipment used

Areas of Analyses
Individuals preparing the evaluation report will analyze the results provided by all evaluators to achieve an integrated evaluation of [TICP implementation]. Their analysis will focus on the timing of key events, decisions made, and actions taken. Potential areas you should focus on to assist in that analysis include the following:

· Timeliness of actions

· Communication among players and organizations

· Direction and coordination of field activities

· Monitoring and assessing of events

· Command and control 

· Creative player problem solving, potentially beyond current plans and implementation procedures

· Plans or procedures that affect player efforts

· Equipment issues in relation to player efforts

Placement and Monitoring
Evaluators should be located so they can observe player actions and hear conversations without interfering with those activities. Certain conditions may warrant more than one evaluator being located in a setting or area.

[For the Schedule of Events, please see Appendix A. For specific evaluator assignments and locations, please see Appendix B. For maps highlighting key locations, please see Appendix C.]
Post-Exercise Activities
The lead evaluator will notify you when exercise evaluation has been suspended or terminated. The evaluation will be terminated when the lead evaluator determines that all objectives have been met or enough time has elapsed for objectives to have been demonstrated.

All evaluators are expected to participate in a player hot wash and take notes on findings identified by players. Before the hot wash, if evaluators are asked for their impressions of how things went, they should not discuss specific issues or problems. 

At exercise termination, summarize your notes and prepare for the C/E debriefing. Have your summary ready for the lead evaluator.

EXERCISE EVENTS AND BRIEFINGS
Controller and Evaluator Orientation Briefing
A comprehensive C/E briefing will be conducted the day before the exercise at [time and time zone]. Each controller and evaluator is required to attend this session, plus any specialized training required, to learn all assigned responsibilities. This is also the time for the C/E teams to get acquainted and address in advance any issues they anticipate might arise during the exercise. 

Participant Orientation Briefing
Participants will check-in at the Assembly Area no later than [time] for final instruction. A participant orientation briefing is scheduled at [time] in the Assembly Area.

Exercise Play
Controllers and evaluators will check-in no later than [time] at their respective assigned exercise locations for final instruction. All controllers must be in their assigned places for the start of the exercise no later than [time] on [month day, year].

Exercise play will begin at [time] on [month day, year], with a situation update. Simulated local events at [location] will initiate emergency response operations. The appropriate agencies will respond in accordance with their regular dispatch/response procedures. Play will proceed according to the events outlined in the Master Scenario Events List (MSEL), in accordance with established plans and procedures. The exercise is expected to end at [time].

Participant Hot Wash
Immediately following the exercise, participants must gather at the hot wash to share their impressions about exercise conduct and play. Observers are not encouraged to attend, unless exercise officials specifically invite them. Controllers and evaluators are encouraged to attend because they may find the information useful for the completion of controller notes and evaluation forms.

Controller, Evaluator, and Senior Agency Official Debriefing
This debriefing is a forum for representatives to review the exercise, build an overall timeline of events, and coordinate to complete a draft version of the AAR/IP. It will be a facilitated discussion covering each functional area and the exercise process. Breakout sessions by functional groups will follow the facilitated discussion in order to build a timeline of events and initiate development of the AAR/IP.

EXERCISE REPORT
After Action Report
The AAR is the culmination of the [complete and formal name of exercise]. It is a written report outlining strengths and areas for improvement identified during the exercise. The AAR will include a timeline, an executive summary, the scenario description, mission outcomes, and a capability analysis. The AAR will be drafted by a core group of individuals from the exercise planning team. 

Improvement Plan
The improvement process represents the comprehensive, continuing preparedness effort of which [State / urban area] is a part. The lessons learned and recommendations from the AAR will be incorporated into an IP.

The IP identifies how recommendations will be addressed, including what actions will be taken, who is responsible for taking those actions, and the timeline for the completion of those actions. It is created by key stakeholders from the [State / urban area] participating agencies during the After Action Conference.
Appendix A: Exercise Schedule

	Time (PST)
	Personnel
	Activity
	Location

	[month day, year]

	
	
	
	

	[month day, year]

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	[month day, year]
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Appendix B: Controller and Evaluator Assignments

Table B.1 Controller Assignments
	Position
	Agency
	Name

	Exercise Management

	Exercise Director 
	
	

	Deputy Exercise Director
	
	

	DHS Controller
	
	

	Senior Controller
	
	

	[Lead TICP Evaluator]
	
	

	Lead Evaluator [– Technical]
	
	

	Safety Controller 
	
	

	Safety Controller – Weapons Check
	
	

	Exercise Administration

	Controller #1
	DHS Support
	

	Controller #1
	DHS Support
	

	Controller #1
	DHS Support
	

	Controller #1
	DHS Support
	

	Controller #1
	DHS Support
	

	Controller #1
	DHS Support
	

	On Site

	
	
	

	Off Site

	
	
	


Table B.2 Evaluator Assignments
	Position
	Agency
	Name

	On Site

	Lead Evaluator
	
	

	[Technical Evaluator]
	
	

	[ICTAP #1]
	
	

	[ICTAP #2]
	
	

	Peer Evaluator #1
	
	

	Peer Evaluator #2
	
	

	Local Evaluator #1
	
	

	Local Evaluator #2
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	Off Site

	TBD
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Appendix C: Site Maps

Appendix D: Controller and Evaluator Phonebook
	Position
	Controller
	Number
	Evaluators
	Number

	Exercise Director
	
	
	
	

	DHS Exercise Manager
	
	
	
	

	Senior Controller
	
	
	
	

	Lead SimCell Controller
	
	
	
	

	Fire SimCell Controller
	
	
	
	

	EMS SimCell Controller
	
	
	
	

	EOD SimCell Controller
	
	
	
	

	Law SimCell Controller
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Appendix E: Exercise Evaluation Guides
STATE





NAME of Jurisdicitons/Exercise


OPTIONAL DATE





Full Exercise Name








Optional


State


Logo





Briefings


[Name]








Registration


[Name]








Logistics Section


[Name]








Safety Controller


[Name]





Planning Section


[Name]








Exercise Director


[Name]








PIO


[Name]








OAC Operations


[Name]


Evaluator


[Name]








Oakland EOC


[Name]


Evaluator


[Name]








Oakland PSAP


[Name]


Evaluator


[Name]








Coliseum Command


[Name]


Evaluator


[Name]








Operations Section


(Assembly Area Controller)


[Name]








Participant Hot Wash


[Name]








TICP C/E Debrief


[Name]








Lead Evaluator


[Name]








Senior Controller


[Name]








Video/Photo


[Name]








Participant Briefing


[Name]








C/E Briefing


[Name]








Food & Water


[Name]








Other Logistics


[Name]








Site Security


[Name]








EMS


[Name]








EOD


[Name]








LE


[Name]








Fire Sim


[Name]








Simulation Cell


Controller


[Name]











