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Many speak of a “new framework for national security” in which the fight against terrorism will take prominence.  
In the latest round in the war against terrorism, the Nation’s leaders have reiterated the need for preparedness against all kinds of threats.  Long-held taboos have been broken, and today’s terrorist has the potential to be far more deadly than ever before.  The tools of the terrorist have evolved from pipe bombs and guns to massive ammonium nitrate bombs, to using airliners as flying bombs and the dissemination of anthrax.

Extremist and absolutist ideologies allow perpetrators to take extraordinary measures in support of their goals.  Sleeper cells of terrorists are known to exist within our borders, and they plot with outside terror groups.  The United States has seen several domestic terrorist organizations including the Symbionese Liberation Army, the Posse Comitatus and the Weather Underground as well as individuals, Ted Kaczynski and Timothy McVeigh.  Recent news reports indicate that leaders of domestic terror groups are trying to establish alliances with al-Qaeda, because in their minds, they "share the same enemies."

November 2012 – September 2013
After his successful test on the East Coast, Jonathan Baker, Ph.D., relocated to Dane, Wisconsin, where he had spent most of his life.  He brought with him a small sample of Bacillus anthracis stock and a CD with 400 MB of data on the biological and pharmaceutical processes needed to manufacture weaponized anthrax.  He also knew from published data on his ‘test’ which of the various milling and drying processes he had tried resulted in the highest infection rates and most serious contamination problems.  Since he had sterilized and destroyed all of his equipment, and just for good measure burned his house/secret lab to the ground in an ‘accidental’ kitchen fire, he had to build a new lab from scratch, slowly accumulating the necessary equipment from lab and hospital equipment auctions throughout the .  Baker did not need a tremendous amount of Bacillus anthracis to settle his score with the County of Dane in particular, and with other State government agencies.
In 2000 Baker’s son Mortimer died of spinal meningitis, a disease he apparently acquired during a short stay in a local jail after an arrest by the Wi. DOJ investigators Department for fraud.  The death had destroyed his marriage, estranging Baker from his wife and other two children.  He became mentally unhinged soon thereafter.  He had become a dangerous psychopath by 2005. Baker unfairly blamed the Wisconsin government for his son’s death.
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During the five years it took him to culture and refine a sufficient amount of Bacillus anthracis spores after moving to Madison, Baxter spent much of his time studying the emergency response systems in at the Federal, State and local level.  He did a careful reconnaissance of the County, eventually identifying environmental sensors that could be accessed without drawing attention to himself or being photographed.  Wind direction and speed were charted daily and commercial software was used to plot likely dispersal patterns from a large anthrax release.  Baxter also noted seasonal flu patterns in the County.
In early August 2012 Baker judged himself ready and proceeded to make one final test.  Secreting a small sealed vial of weaponized anthrax spores inside a tube of toothpaste, Baxter traveled to the West African nation of Senegal where Bacillus anthracis is endemic.  There he contrived to expose a local hide tanner to an inhalation dose of the 

spores. He remained in the community to be sure the worker developed the flu-like symptoms expected of inhalation anthrax, then departed for home.  He later read of the worker’s death and proclaimed his ‘clinical trial’ a success.  While considered routine, a bulletin on the inhalation anthrax fatality in Senegal is distributed throughout the U.S. healthcare provider community.
September 20, 2013
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Baker has identified several targets in the County for his anthrax attack.  As much as he would like to spread anthrax spores across the entire county, only a nation-state had the resources to make that much weaponized anthrax.  He would satisfy himself with targeted attacks on several Wisconsin State government facilities open to the public within the operational area.
Baker conducts his attacks by entering the targeted facilities, moving to the most widely used men’s rest room and entering a stall.  He uses a small aerosol generator to release the weaponized spores for several minutes.  Although he has previously been vaccinated, he dons gloves and mask while releasing the spores.
September 22, 2013
Multiple patients begin to present at local hospitals with severe flu like symptoms. The majority of patients are county employees working at various locations throughout Dane County. Nasopharyngeal swabs and sputum tests are negative for influenza, and tests are immediately conducted for inhalation anthrax.  Preliminary tests are positive, and confirmatory samples are sent to the State Lab at University of Wisconsin, with duplicate samples to the CDC in Atlanta, and the FBI in Quantico. The SEOC is partially activated and the Department of Health and Human Services begins an epidemiological investigation.
September 23, 2013
[image: image4.jpg]


Environmental samples taken from several government facilities have shown positive for Bacillus anthracis spores. The extent of the contamination at this time is unknown. After conferring with the SEOC Policy Group, the Director of WEM directs all affected departments to immediately evacuate their primary operating facility and activate their Continuity of Operations Plans. 
Summary of Key Issues

· A bioterrorist attack has occurred at several State government facilities. Note: Exercise participants should assume that their primary operating facility was one of the facilities attacked.  The alternate facility is not in the attack zone.
· Multiple patients present at local hospitals with severe flu like symptoms, which is diagnosed as inhalation anthrax. Note: The number of patients presenting is not significant enough to impact departmental staffing levels. 
· The Director of WEM has ordered the affected facilities evacuated and departmental COOP activated.
Task

You have 30 minutes to consider the issues raised in this module.  You should also identify any additional requirements, critical issues, decisions, and questions you believe should be addressed at this point of the scenario.
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