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Agenda
EXERCISE DATE

SEMINAR/Table Top Exercise

            8:30 a.m.  – 
9:00 a.m.
Registration


9:00 a.m.  –  9:30 a.m.
Welcome and Opening Remarks
                                  
Insert Seminar Items

 .
Module 1: Briefing, Caucus Discussion, and Brief-Back
   
                                    Break
    
Module 2:  Briefing, Caucus Discussion, and Brief-Back
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Introduction

Purpose
The purpose of this Seminar and Tabletop Exercise (TTX) is to focus on special weapons and tactics (SWAT) team, bomb squad, capabilities for agencies attending the exercise. Discussions will include individual agency assets, existing memoranda of understanding (MOUs), training, and experience.

EXERCISE OBJECTIVES

The exercise will focus on the following objectives selected by the exercise design team:
· Gain resource awareness in response capabilities among participating agencies

· Identify area response agencies’ capabilities, training, and equipment for multiple attack WMD incidents

· Gain awareness on interoperable communications among response agencies

· Develop understanding for a comprehensive WMD response plan

Scope

This exercise is a combination of presentations and group discussions. Speakers will address issues involving a Mumbai attack response planning, interoperable communications, response responsibilities, and WMD responsibilities. There will be opportunities for questions addressed to the speakers as well as a response capability breakout session.

Participants are limited to law enforcement ALERT members who would respond in the response to a terrorist attack.
Objectives
The following objectives were selected for the TTX. 
· Evaluate the plans, policies, and procedures for the teams ability to respond to a simultaneous multi-targeted attack using conventional weapons.

· Evaluate the plans, policies, and procedures of      to establish the management and coordination of the Public Safety and Security Response to a simultaneous multi-targeted attack using conventional weapons.

· Evaluate the plans, policies, and procedures for     ability to use tactical operations teams to conduct searches of high-priority unsecured sites to establish security and detain lawbreakers as necessary.
· provide real-time situational awareness and analysis from the fusion center to the IC and surrounding jurisdictions. 
· the response to notification of a potential exploding device, provide management and coordination of Explosive Device Response Operations capability, during a  simultaneous multi-targeted attack.
The following capabilities were selected to be evaluated based on the above objectives in the ALERT TTX.

· Emergency Public Safety and Security Response
· Explosive Device Response Operations
INSERT SPEAKERS NAMES AND BIO 

Structure

The      TTX is an interactive, facilitated, discussion-based exercise scheduled for         . The exercise will be presented in two distinct phases, or modules, representing specific periods of time.
Each module will include a multimedia update summarizing the key actions occurring within that time period. Following these updates, participants will review the situation and engage in a group discussion of appropriate response issues. Participants will then take part in a larger group-wide discussion in which they present their individual group’s actions and interactions based on the scenario.
Each exercise participant receives a copy of this situation manual, which provides a written storyline to accompany the presented situation updates. Following each corresponding module in the storyline, a series of questions highlight pertinent issues for consideration, serving as a catalyst for subsequent facilitated discussion. Participants are not required to answer every question.
In the discussion-based TTX, the objectives are linked back to the appropriate activities under the appropriate capability. The physical or actual tasks may be discussed. For evaluation purposes, evaluators will focus on the discussions at the activity level, including any tasks under that activity discussed by exercise participants.
Assumptions and Artificialities

Assumptions and artificialities are necessary to complete the exercise in the time allotted. During this TTX, the following apply:

· The scenario is plausible, and events occur as they are presented.

· In general all players receive information at the same time; however, some information will be given only key players. It will be their responsibility to share that information with the other players.

· Communication among groups is unrestricted and is encouraged during the exercise.

· Participants should assume all Federal, State, and local responders are initiating their plans, procedures, and protocols; however, any on-scene response from the Federal level will take at least 24 hours.

· Participants should consider the requirements and interactions with other functional groups and agencies as though these were actual response conditions.
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Module 1 – Initial Response
Note: Time is designated in terms of T, which is the time decided upon by the host jurisdiction. It is encouraged that T be a time of shift-change for the primary command target.

The terrorist actions listed below will be described in greater detail after the host jurisdiction decides on the appropriate targets.

T – Explosion and Shots Fired at TARGET_1 

A small IED detonates outside TARGET_1 (a command center) followed by bursts of gunfire. Two gunmen work their way into the building, tossing pipe bombs and using assault rifles to shoot at any targets within the building. 
T+30 – Shots Fired at Target of Opportunity (TO_1)
Terrorist Team Bravo:

A small IED consisting of a suitcase filled with explosives and small pieces of metal detonates at TO_1 (a bus stop, busy pedestrian area, etc). The blast creates minor to severe injuries and a at least 2 of deaths.
Team Charlie:

Four gunmen enter TO_2 (a café, restaurant, bar, etc) and open fire with a rifles and shotguns and quickly leave the area on foot. Victims and bystanders call 911 and relatives.
T+45 – Gunmen Arrive at TARGET_3
Terrorist Team Charlie:
Four gunmen move from TO_2 and arrive at TARGET_3 (a psychological target) where they attack with small arms fire and pipe bombs. Nearby police officers respond but are outgunned, suffering some wounds and a casualty. Bystanders take pictures and video of the scene with cell phones and cameras. 
T+60 – Firefight at TARGET_2
Team Bravo:
Two shooters arrive at TARGET_2 (a high density target) and open fire with small arms. High numbers of civilians are killed and wounded (based on the jurisdictions selection, realistic numbers d details awill be inserted). Responding officers engage the gunmen and receive injuries.
T+90 – Continued Firefight at TARGET_1
Team Alpha:

The two gunmen at TARGET_1 are barricaded in the building and continue to exchange fire with responding units. There are wounded within the facility and in the crossfire. Handheld explosives are occassionally tossed out of the building towards approaching units.
T+105 – Gunmen Leave TARGET_3 
Team Charlie:
One gunman at TARGET_3 is killed by responding officers. The remaining three retreat from the area on foot, leaving a suspicious dufflebag at the scene. Officers report that the gunmen use cover and tactics reminicent of military training. The gunmen retreat from direct fire fights whenever possible.
T+120 – Media Airs On Scene Pictures and Videos
VNN begins airing photos and video taken via cellphone by bystanders at and near the terrorist events. Footage includes views of the scenes from inside as well as pictures of the responding units at the scene. Various websites on the Internet have also begun posting images and videos from the scene.

T+130 – Suspected IED Reported at TO_3
Team Charlie:

A concerned citizen reports finding a suspicious backpack at TO_3 (bus stop or other high traffic area) that appears to have wires sticking out of a hole in the bottom.
T+140 – Gunman Body Recovered 
Team Charlie:

The body of a gunman killed at TARGET_3 is secured. The gunman had a semi-automatic AK model rifle and a Glock 17 9mm handgun. His backpack contains extra ammunition, printed maps of the area, and various dried fruits and water. The gunmen also has a personal GPS unit, a smartphone, and a handheld trunking scanner.

T+160 – Civilians Shot in front of TARGET_4 
Team Delta:

Four gunmen in a windowless work van drive by TARGET_4 (a high value, high visibility target with the ability to take and hold hostages) and open fire on bystanders in front of the building. The van continues past the area and out of sight of the bystanders. Several bystanders are wounded and one is killed.
Module 1
Questions

Based on the information provided, you have 30 minutes to consider the issues identified in Module 2. The following topics are provided to facilitate the discussion, but should not be seen as an exhaustive list. Please focus on the critical issues of major concern for your group at this point in the exercise. Identify any additional requirements, critical issues, decisions, and/or questions that should be addressed at this time. 

Discussion Points
· Initial response to multiple scenes
· On-going terror threat

Questions
TACTICAL FACILITATOR TO COME UP WITH DISCUSSION QUESTIONS TIED TO OBJECTIVES  BELOW ARE ONLY PLACE HOLDERS OR POSSIBLE QUESTIONS.
General:
1. At this point, what are your: Immediate priorities/actions; intermediate priorities/actions; and Long term priorities/actions?
2. How would you task your personnel to handle the situation?

3. How would you communicate with other agencies?

4. How much of the information provided would your agency expect to receive?

5. How would you coordinate with other agencies to avoid duplication of efforts?

6. How would you to the information/ intelligence received?

7. Would you disseminate information/ intelligence based on what you receive from other sources?

Law Enforcement:

1. Where would the ICS be located?  How many?
2. Would Unified Command be initiated at this point? How would you transition from ICS to UC?

3. What agency would be the lead for response and investigation?

4. Where and how would perimeters be secured at the various targets?

5. How would operation areas and hazard zones be established?

6. How do your tactical units communicate with Federal, State, and local agencies?

7. How would you collect information and disseminate intelligence at this point?

8. Do you have specific personnel assigned to handle terrorism?

9. How would you adhere to privacy laws while conducting investigations?

Module 2 – Extended Response
T+ – Subject Captured at TARGET_2 
Team Bravo:

Units at TARGET_2 have killed one gunman and captured another. Both men had semi-automatic AK model rifles and Glock 19 9mm handguns. Their equipment loadout mirrors that of the previously referenced dead terrorist; though one of these gunmen had a pipebomb. The captured gunman is incapacitated and unresponsive due to sustained gunshot wounds to the chest and arms.

T+ – Situation Clear at TARGET_1 
Team Alpha:

Units at TARGET_1 enter the facility and engage with the gunmen inside. The gunmen fight to their death, with injuries sustained by the opposing units. Wounded victims within the building have been left unattended for hours, many of which have since perished. Reports of undetonated pipebombs within the facility are presented by victims and bystanders.

T+ – Officers and Responders Ambushed at TARGET_4 
Team Delta:

Officers and responders arriving to aid the wounded at TARGET_4 are ambushed by four gunmen within the building. Small arms fire hits responders and forces a pullback. Explosions are heard within the building, followed by thick smoke pouring from windows indicating fires active throughout the building.

T+ – Ambulance Attack at TO_4
Team Charlie:

Bystanders at TO_4 report an ambulance with its sirens on driving through a busy area with two gunmen crouched in the back shooting at civilians on the side of the road and in other vehicles. The ambulance is driven erratically and frequently switches directions, making it difficult to determine where it is heading.

T+ – Hostage Situation Developing
Team Delta:

Units at TARGET_4 see more smoke issuing from the building. Periodic gunfire and explosions can be heard throughout the building. VNN reporters on the scene have contact the Incident Command claiming to have cell phone access to men claiming to be the terrorists within the building. They claim to have demands and wish to negotiate the release of hostages.

T+ – Ambulance Spotted 
Team Charlie:

Patrol officers spot the ambulance believed to be stolen by the terrorists heading in the general direction of TARGET_4. The officers could not patrol due to congested traffic and pedestrian panic.
T+ – Incident Command Contact with Terrorists 
Team Delta:

Incident Command speaks with men claiming to be El Zahir operatives currently taking hostages within the building. The caller, who has a very thick accent, demands a variety of concessions, including the release of all Muslim prisoners in the United States, the release of Guantanamo Bay prisoners, and safe passage out of the country. Throughout the call, gunshots interupt the already poor reception made worse by a thick accent. The call is dropped before Incident Command can respond effectively.

T+ – Calls from within TARGET_4
Team Delta:

Victims and bystanders within TARGET_4 call 911 and report that the gunmen are moving through the building, setting fires and barricading various doors. Any civilians encountered are shot. Backpacks have been left in major connecting points throughout the building, which witnesses believe to be explosive devices. One witness reports that the gunmen seem to have access to restricted areas and are very familiar with the building. Another caller claims seeing the gunmen retrieve supplies from within TARGET_4.

T+ – Hostage Communications Fail
Team Delta:

Men claiming to be the El Zahir operatives within TARGET_4 continue to call Incident Command and the media making demands and claiming to have hostages. Calls from civilians within the building claim that the operatives are moving throughout the building and don’t see any signs of hostage-taking.
Module 2
Questions

Based on the information provided, you have 30 minutes to consider the issues identified in Module 3. The following topics are provided to facilitate the discussion, but should not be seen as an exhaustive list. Please focus on the critical issues of major concern for your group at this point in the exercise. Identify any additional requirements, critical issues, decisions, and/or questions that should be addressed at this time. 

Questions
General:

1. At this point, what are your: immediate priorities/actions; intermediate priorities/actions; and long term priorities/actions?

2. How would your agency prepare for the potential of another attack?
3. Would your agency need additional resources?

4. How would media be managed at each of the locations?
5. Who would be responsible for contacting the Medical Examiner?

6. How would each agency track employee accountability? 

7. Would a family assistance center been established?  Who would initiate this?
Law Enforcement:

1. How would first responders be verified on scene?
2. How are you supplying logistics to your officers/tactical teams (water, etc.)?
3. Would the perimeter(s) be set?

4. Did first responders communicate the additional resources needed and in a timeframe that fit the situation?
5. What additional resources would need to be requested?  How would you request them?

6. How would you continue to gain intelligence?

7. At what point would investigative responsibility be assumed by Federal authorities?
8. What measures of accountability for on-scene law enforcement officers would be put into place (long term)?
9. Would there be additional safety precautions in place for the law enforcement personnel?

10. How would multiple crime scenes be established?

11. What steps would be taken to identify and apprehend others who may have been associated with the terrorist attack?

12. Once suspects have been apprehended, what steps would you take to further investigate the matter?

13. How would you gain intelligence from the suspects?

14. What preparations are you taking in the event of continuing terrorist attacks?

Appendix A – Casualty Charts
Casualties (as of Module 1)
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Casualties (as of Module 2)
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Appendix B - Timeline
Module 1: (time in minutes)
	
	T
	+30
	+40
	+45
	+60
	+70
	+90
	+105
	+120
	+130
	+140
	+160

	Alpha
	TARGET_1
	
	
	
	
	
	TARGET_1 Ongoing
	
	
	
	
	

	Bravo
	
	TO_1
	
	
	TARGET_2
	
	
	
	
	
	
	

	Charlie
	
	TO_2
	
	TARGET_3
	
	
	
	Leave TARGET_3
	
	TO_3 IED
	Body Found
	

	Delta
	
	
	
	
	
	
	
	
	
	
	
	TARGET_4 Drive-By

	Media
	
	
	Initial Reports
	
	
	El Zahir Claim
	
	
	VNN Coverage
	
	
	


Module 2: (time in hours)
	
	+3 
	
	
	
	
	
	
	
	
	

	Alpha
	
	Situation Clear
	
	
	
	
	
	
	
	

	Bravo
	Gunman Captured
	
	
	
	
	
	
	
	
	

	Charlie
	
	
	
	TO_4 Ambulance Attack
	
	Ambulance Spotted
	
	
	
	

	Delta
	
	
	TARGET_4

Ambush
	
	Hostage Situation
	
	
	IC comms with Delta
	Civilian Calls
	Hostage Situation Collapses

	Media
	
	
	
	
	
	
	Hostage Coverage
	
	
	


ROLES


Participants respond to the situations as presented based on experience and knowledge, as well as on the current plans and procedures used within their agencies.


Facilitators provide situation updates and moderate the discussions. They also provide additional information or answer questions, as required.


Observers support the participants as they develop responses to the situation. However, they are invited primarily to observe the exercise and preparedness process.
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