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Situation Manual
Preface

The Iowa/Minnesota/Wisconsin Tri-State Group Cross-Border Tabletop Exercise (TTX) is sponsored by the Regional Exercise Support Program (RESP) on behalf of the Federal Emergency Management Agency (FEMA). This Situation Manual (SitMan) was produced with input, advice, and assistance from the Iowa/Minnesota/Wisconsin Tri-State Group Cross-Border TTX Exercise Planning Team, which followed guidance set forth by the U.S. Department of Homeland Security (DHS) Homeland Security Exercise and Evaluation Program (HSEEP).

This Situation Manual (SitMan) provides exercise participants with all the necessary tools for their roles in the exercise. It is tangible evidence of Iowa’s, Minnesota’s, and Wisconsin’s commitment to ensure public safety through collaborative partnerships that will prepare them to respond to any emergency.

The Iowa/Minnesota/Wisconsin Tri-State Group Cross-Border TTX is an unclassified exercise. Control of exercise information is based on public sensitivity regarding the nature of the exercise rather than actual exercise content. Some exercise material is intended for the exclusive use of exercise planners, facilitators, and evaluators, but players may view other materials that are necessary to their performance. All exercise participants may view the SitMan.

All exercise participants should use appropriate guidelines to ensure proper control of information within their areas of expertise and protect this material in accordance with current jurisdictional directives. Public release of exercise materials to third parties is at the discretion of the DHS and the Iowa/Minnesota/Wisconsin Tri-State Group Cross-Border TTX Exercise Planning Team.

Handling Instructions

1. The title of this document is the Iowa/Minnesota/Wisconsin Tri-State Group Cross-Border Tabletop Exercise (TTX) Situation Manual (SitMan).
2. Information gathered in this SitMan is designated as For Official Use Only (FOUO) and should be handled as sensitive information that is not to be disclosed. This document should be safeguarded, handled, transmitted, and stored in accordance with appropriate security directives. Reproduction of this document, in whole or in part, without prior approval from the DHS and Iowa/Minnesota/Wisconsin Tri-State Group Cross-Border TTX Exercise Planning Team is prohibited.

3. At a minimum, the attached materials will be disseminated strictly on a need-to-know basis and, when unattended, will be stored in a locked container or area that offers sufficient protection against theft, compromise, inadvertent access, and unauthorized disclosure.

4. For more information about the exercise, please consult the following points of contact (POCs):

Federal POC:

Marc Chmielewski

Regional Exercise Manager

FEMA Region V

536 South Clark Street
Chicago, IL 60605

312-408-4448 (office)
marc.chmielewski@dhs.gov

Exercise Directors and State POCs:

Tom Mattioli

Senior Exercise Officer

Wisconsin Emergency Management

2400 Wright Street

Madison, WI 53707

608-242-3238 (office)

608-242-3249 (fax)

tom.mattioli@wisconsin.gov

Vicki Morris

Assistant Homeland Security Coordinator
Iowa Homeland Security and Emergency Management Division
7105 NW 70th Avenue

Camp Dodge, Bldg. W-4

Johnston, IA 50131

515-725-3294 (office)
515-725-3260 (fax)
vicki.morris@iowa.gov
Mark Marcy

Regional Program Coordinator—Region 1 (Southeast Minnesota)
Division of Homeland Security and Emergency Management

Minnesota Department of Public Safety
365 6th Avenue South

Windom, MN 56101

612-619-6115 (cell) 

mark.marcy@state.mn.us
Exercise Support Team:
Wendy Kleinman

715 10th Avenue

San Mateo, CA 94402

602-882-7463 (cell)

wkleinman@willdan.com

John Newcomer

3750 Centerview Drive

Chantilly, VA 20151

571-232-6824 (cell)

john.newcomer@L-3Com.com
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Introduction

Background

Among the many potential disasters the Nation faces today, terrorist attacks have become an increasing concern. The bombing of the Alfred P. Murrah Federal Building in Oklahoma City on April 19, 1995, dispelled the myth that domestic terrorism could not occur in America. The attacks on September 11, 2001, brought national attention to the threat of international terrorism. Since then, communities have improved their preparedness for an array of terrorist attack scenarios, including chemical release, biological and agricultural attacks, and bombings of every size. Additionally, attacks in Spain and England, as well as throughout the Middle East, are stark reminders of the need to remain vigilant in the fight against terrorism.

The preferred weapon of terrorists continues to be explosives. However, there is always the ever-present threat of the use of chemicals, biological agents, radiological devices, or nuclear devices. Jurisdictions must use an all-hazards approach to response to ensure the safety and well-being of their citizens.
Purpose

The purpose of this tabletop exercise (TTX) is to evaluate organizational, interagency, and intrastate response and Tactical Interoperable Communications Plans (TICPs), procedures, and equipment and to familiarize Iowa, Minnesota, and Wisconsin emergency response personnel with their critical incident roles and responsibilities. This TTX will lead up to a functional exercise (FE) or full-scale exercise (FSE) in spring of 2011.
Scope

This exercise emphasizes communications capabilities of local first responders and State agencies in response to a terrorist incident. 

Target Capabilities

The National Planning Scenarios and establishment of the National Preparedness Priorities have steered the focus of homeland security toward a capabilities-based planning approach. Capabilities-based planning focuses on planning under uncertainty because the next danger or disaster can never be forecast with complete accuracy. Therefore, capabilities-based planning takes an all-hazards approach to planning and preparation that builds capabilities that can be applied to a wide variety of incidents. States and urban areas use capabilities-based planning to identify a baseline assessment of their homeland security efforts by comparing their current capabilities against the Target Capabilities List (TCL) and the critical tasks of the Universal Task List (UTL). This approach identifies gaps in current capabilities and focuses efforts on identifying and developing priority capabilities and tasks for the jurisdiction. These priority capabilities are articulated in the jurisdiction’s homeland security strategy and Multiyear Training and Exercise Plan, of which this exercise is a component.
The capabilities listed here have been selected by the Iowa/Minnesota/Wisconsin Tri-State Group Cross-Border TTX Exercise Planning Team from the priority capabilities identified in the State’s Multiyear Training and Exercise Plan. These capabilities provide the foundation for development of the exercise design objectives and scenario. The purpose of this exercise is to measure and validate performance of these capabilities and their associated critical tasks. The selected target capabilities are:

· Communications
· Emergency Public Information and Warning

Exercise Design Objectives

Exercise design objectives focus on improving understanding of a response concept, identifying opportunities or problems, and achieving a change in attitude. This exercise will focus on the following design objectives selected by the Exercise Planning Team:

1. Identify communication plans, policies, procedures, and systems that support required communications with all Federal, regional, State, local, and tribal government agencies, as well as voluntary agencies and the private sector, within the tri-State region.

2. Describe the process to develop, coordinate, and disseminate accurate alerts and information to the media and public during an emergency as outlined in tri-State region jurisdictions’ standard operating procedures (SOPs) and emergency operations plans (EOPs), including the dissemination of critical health and safety information designed to alert the public to clinical symptoms and reduce the risk of exposure to ongoing and potential hazards.

3. Describe the process to notify affected jurisdictions and maintain coordination and communication between agencies and departments responding to a catastrophic incident within the tri-State region.

Participants

· Players. Players respond to the situation presented, based on expert knowledge of response procedures, current plans and procedures, and insights derived from training.

· Observers. Observers support the group in developing responses to the situation during the discussion; they are not participants in the moderated discussion period, however.

· Facilitators. Facilitators provide situation updates and moderate discussions. They also provide additional information or resolve questions as required. Key Exercise Planning Team members also may assist with facilitation as subject matter experts (SMEs) during the TTX.

Evaluators. Evaluators are assigned to observe and evaluate certain objectives during the exercise. Their primary role is to document player discussions, including how and if those discussions conform to written and established procedures.
Exercise Structure

This TTX will be a multimedia, facilitated exercise. Players will participate in the following three modules: 

· Seminar: Communications Capabilities of State and Local Agencies
· TTX Module 1: Initial Response

TTX Module 2: Ongoing Operations

The seminar will comprise educational presentations by each of the participating States’ communications experts followed by a question period. Modules 1 and 2 of the TTX will begin with a multimedia briefing that details the scenario. After the scenario presentation, participants will engage in facilitated functional group discussions of appropriate response issues. For this TTX, the functional groups are as follows:
· Communications 

· Emergency Management/Public Information 
· Fire/HazMat/Emergency Medical Services (EMS)
Law Enforcement 

After these functional group discussions, participants will engage in a facilitated caucus discussion in which a spokesperson from each group will present a synopsis of the group’s actions, based on the scenario.
Exercise Evaluation

Evaluation of the exercise is based on a set of objectives and Exercise Evaluation Guides (EEGs). Evaluators will be provided with EEGs for each of their assigned areas. Additionally, players will be asked to complete exercise evaluation forms. These documents, coupled with facilitator observations and notes, will be used to evaluate the exercise and compile the After Action Report (AAR).
Exercise Guidelines

· This TTX will be held in an open, low-stress, no-fault environment. Varying viewpoints, even disagreements, are expected. 
· Respond on the basis of your knowledge of current plans and capabilities (i.e., you may use only existing assets) and insights derived from your training.

· Decisions are not precedent setting and may not reflect your organization’s final position on a given issue. This exercise is an opportunity to discuss and present multiple options and possible solutions.

Issue identification is not as valuable as suggestions and recommended actions that could improve response and preparedness efforts. Problem-solving efforts should be the focus.

Assumptions and Artificialities

In any exercise, assumptions and artificialities may be necessary to complete play in the time allotted. During this exercise, the following apply:

· The scenario is plausible, and events occur as they are presented.

· There is no hidden agenda, and there are no trick questions.

All players receive information at the same time.

Agenda

8:00 a.m.
Registration

9:00 a.m.
Welcome and Introductions

9:30 a.m.
Seminar: Communications Capabilities of State and Local Agencies
11:30 a.m.
Lunch (on your own)

1:00 p.m.
Tabletop Exercise- Module 1: Initial Response
2:00 p.m.
Tabletop Exercise- Module 2: Ongoing Operations

3:00 p.m.
Participant Hot Wash

3:30 p.m.
Closing Comments

Seminar: Communications Capabilities of State and Local Agencies
Insert presentations and handouts (TBD).
Module 1: Initial Response
[image: image3.jpg]


On November 15, 2010, the Goodhue County Sheriff’s Department in Red Wing, MN, receives a telephone call from the security manager at the Prairie Island Nuclear Generating Plant, an electricity-generating facility located along the Mississippi River adjacent to the Prairie Island Indian Community reservation. The security manager advises Sheriff’s Department officials that a small watercraft was seen in the vicinity of the plant and, when approached by security personnel, the boat quickly disappeared. Security personnel who responded to the incident reported to the security manager that the boat was carrying two men and one woman; they were able to give descriptions of all three individuals. There were unconfirmed reports by other boaters in the area that the three individuals were taking photographs of the nuclear plant.
In recent years, the plant has received numerous threats as a result of both environmental and safety concerns from residents. In May 2006, repair workers at the plant were exposed to very low levels of radiation due to inhalation of radioactive iodine-131 (131I) gas. The gas leaked from the steam generators, which were opened for inspection. 131I gas is normally removed by means of a carbon-based filter; in this case, the filter had developed a small leak. After that incident, the number of threats against the plant dramatically increased and many environmental groups were calling for the nuclear plant to be shut down.
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On November 20, the operator at the Prairie Island Nuclear Generating Plant received a telephone call from an unidentified woman stating, “We got what we wanted on the boat, and we will save the river. Anyone who helps to destroy the Mississippi will be targeted.” The operator notified her supervisor, and this information was forwarded to the Goodhue County Sheriff’s Department. As a result of the increased threats, the security manager determined that all calls to the plant would be recorded. The security manager increased the security level and assigned additional personnel to monitor the perimeter. Based on recent intelligence, law enforcement personnel believe that the call came from the woman on the boat and that she is the leader of an extremist environmental group called Mississippi River Protectors (MRP). The group’s goal is to return the river to its pristine state by removing all bridges, power plants, and construction along its shores. The group has been active for the last 5 to 6 years but has not attempted any large-scale attacks according to police. The group has staged several nonviolent demonstrations at construction sites and facilities along the river and has been suspected of sabotaging several bridges that have been undergoing repairs.
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On November 29, a plastics manufacturing company in Minneapolis, MN, reports the theft of one of its chlorine tanker trucks. The truck was headed to Rockford, IL, and was stolen outside of Madison, WI. The company president told officers with the Madison Police Department that the truck was full of chlorine and that he fears it was stolen because it never made it to the location in Rockford and he has not heard from the driver in more than 24 hours. Police distribute the vehicle and license plate information to partner agencies in the region. The tanker truck has Minnesota plates and a license plate with ZTYNR4. 
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On December 1, a Wisconsin State Patrol trooper traveling on Interstate-90 (I-90) outside of West Salem, WI, locates a tanker truck that matches the description and license plate of the missing vehicle. The truck is moving at an accelerated speed and has two passengers—a man and a woman. The trooper notifies his dispatch center that he is following the tanker and requests additional support. The tanker continues to increase its speed as it approaches the populated area around La Crosse, WI, and additional officers from the Wisconsin State Patrol, La Crosse Police Department, and La Crosse Sheriff’s Department join the pursuit. As the tanker crosses the I-90 Mississippi River Bridge, it begins to sway as a result of the high speed and bridge girders. Officers continue with caution, anticipating that the tanker may be on the verge of crashing into the side rails of the bridge. The tanker sways one last time to the right and then makes contact with the side rail of the bridge. The tanker skids on its side for several hundred feet and finally comes to a stop, releasing its contents on the I-90 Mississippi River Bridge. The crash involves the tanker and six other cars that were travelling on the bridge at the time. Wreckage from the crash impacts all lanes of traffic on the I-90 bridge, making it impassable to all traffic between Wisconsin and Minnesota. Law enforcement officers on the scene begin to assess the scene and notify fire and EMS agencies for additional assistance. There are multiple injuries, burning wreckage, and a significant chlorine leak that can be seen pouring off the deck of the bridge. The chlorine gas has made it impossible for first responders to enter the scene and assist persons injured in cars. The wind is blowing to the southeast, toward La Crosse, WI, causing concern among first responders who contemplate initiating evacuations or shelter-in-place orders. Local emergency management departments are notified of the I-90 incident and subsequently activate their Emergency Operations Centers (EOCs). 
Key Issues

· The Prairie Island Nuclear Generating Plant security manager notifies law enforcement personnel that suspicious individuals in a boat were seen near their facility.
· The Prairie Island Nuclear Generating Plant receives a call from an unidentified woman stating, “We got what we wanted on the boat, and we will save the river. Anyone who helps to destroy the Mississippi will be targeted.”

· A plastic manufacturing company in Minneapolis, MN, reports that one of its chlorine tanker trucks has been stolen and that the driver is missing.
· Wisconsin State Patrol locates the stolen tanker truck traveling at high speed on I-90 and initiates pursuit.
· The chlorine tanker truck crashes while crossing the I-90 Mississippi River Bridge, causing a catastrophic incident. Multiple cars are involved, and chlorine is leaking from the truck, both into the river below and into the air in gas form.
Local EOCs are activated.
Questions

Based on the information provided, participate in the discussion concerning the issues raised in Module 1. Identify any additional requirements, critical issues, decisions, or questions that should be addressed at this time.

The following questions are provided as suggested general subjects that you may wish to address as the discussion progresses. These questions are not meant to constitute a definitive list of concerns to be addressed, nor is there a requirement to address every question in this section.

Communications 

1. Are communication plans, policies, procedures, and systems in place that support required communications with all Federal, regional, State, local, and tribal governments and agencies as well as voluntary agencies?

2. Are interoperable telecommunication and information technology systems available to address the needs of a multi-State response?

3. Are incident site communications plans consistent with the National Incident Management System (NIMS) framework?

4. Are personnel trained in the reporting and documentation procedures required in a multi-State response?

Emergency Management/Public Information 
1. Would coordination with surrounding communities be initiated at this time?
2. Would Federal and State resources be requested at this stage? 
3. What intelligence would State agencies expect to receive from local emergency management and law enforcement organiza​tions concerning the threat? From which agencies would you pursue data? Which other agencies will be alerted?
4. What public affairs policy will be followed at the State level, and who will lead this effort? What impact does this have at the local level?
5. What information, if any, would you disseminate to the public at this time? Given the nature of the incident and the ongoing investigation, how would you determine what information could be released? Who would make this determination?
Fire/Hazardous Materials (HazMat)/Emergency Medical Services (EMS)
1. What intelligence would you expect to receive from law enforcement organizations concerning the threat? From which agencies would you pursue data?
2. What interagency coordination and communication is necessary at this point among the responding agencies?
3. What public affairs guidance will be provided to your personnel?
4. Is a notification procedure in place to alert medical facilities in the surrounding area of credible threat information? When do you believe you would receive information and from whom?
Law Enforcement 
1. What interagency coordination and communication is necessary at this point among the responding agencies?
2. What public affairs guidance will be provided to your personnel?
3. How will local, State, and Federal law enforcement agencies coordinate the collection, analysis, and dissemination of intelligence?
Module 2: Ongoing Operations
A temporary Incident Command Post (ICP) is established in Minnesota and Wisconsin on both sides of the I-90 bridge in safe areas. First responders from Minnesota and Wisconsin are responding to the incident. HazMat teams are conducting an assessment to confirm that the substance leaking out of the truck is chlorine before any additional actions are taken. 

Law enforcement personnel have established that the truck involved is the stolen vehicle from the Minneapolis manufacturing plant. Based on intelligence gathered over the past few weeks along with the description of the woman in the passenger seat, which matches the description of the MRP leader, they believe that this was an intentional act by the extremist group. 
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As first responders attempt to mitigate the incident on the I-90 bridge, a large explosion occurs at the Casino Royale in Dubuque, IA. The newest casino along the banks of the Mississippi River, the Casino Royale contains a 500-room high-rise hotel. First responders who have been onscene for about 10 minutes describe a horrific scene with multiple cars on fire and the front façade of the casino blown off. The damage is extensive, and the cause is unknown. Mutual aid support from Wisconsin counties adjacent to Dubuque has been requested, and additional personnel are en route.
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As emergency responders are battling the fire at the casino, a man who identifies himself as an MRP member calls the Dubuque Police Department and claims responsibility for the explosion at the Casino Royale. He states that there will be more events until the river is saved. Dispatchers are able to trace the call to a residence in Prairie du Chien, WI. Law enforcement agencies across the region are notified of the telephone call from the MRP member, and all agencies are put on heightened alert.
HazMat teams determine the tanker truck contents to be chlorine and suggest a temporary shelter-in-place order for areas southeast of the I-90 bridge. This information is relayed to the ICP, where the Command Staff relays the information to the local EOC. The HazMat team determines that chlorine is leaking into the river and may affect nearby factories, swimming areas, and boaters located downstream from the incident.
Key Issues

· An ICP is established on in Minnesota and Wisconsin on both sides of the I-90 bridge.

· HazMat teams begin to assess the tanker contents to confirm that the substance leaking out of the truck is chlorine. 

· A large explosion occurs at the Casino Royale in Dubuque, IA, causing significant damage to the façade of the building.
A man calls the Dubuque Police Department, identifies himself as an MRP member, and takes responsibility for the Casino Royale explosion.
· HazMat teams determine that the tanker truck contains chlorine and suggest a temporary shelter-in-place order. 

· Chlorine is leaking into the river and may affect nearby areas and areas downstream.

Questions

Based on the information provided, participate in the discussion concerning the issues raised in Module 3. Identify any additional requirements, critical issues, decisions, or questions that should be addressed at this time.

The following questions are provided as suggested general subjects that you may wish to address as the discussion progresses. These questions are not meant to constitute a definitive list of concerns to be addressed, nor is there a requirement to address every question in this section.

Communications
1. How will emergency communications needs and data requirements be identified for each stakeholder involved in the response?
2. How will critical communications networks be tested and maintained during an incident?

3. Are communication systems adequate if commercial and cellular telephone systems experience over​load? Does a backup communications plan exist?

4. Does the use of differing radio protocols hinder effective communication between/among agencies? If so, why?
5. How will the arrival of State or Federal agencies affect the incident communications plan?
6. What communications assets are available through State and Federal agencies?  How would they be integrated into the communications network?
Emergency Management/Public Information 

1. What information concerning the incident would be shared with the other cities? Who would coordinate this effort?

2. How will information be coordinated and exchanged among the State, regional, and local EOCs? What information is being tracked and updated, and with what regularity?
3. Are your strategies and capabilities sufficient to manage a long-term public information response? If not, what areas need to be supplemented, and where would you obtain these resources?

4. How would the media be used in providing public health or shelter-in-place advisories?

5. What is your media strategy at this time?  What plans are in place to establish a Joint Information Center (JIC)?  How would they be implemented?
6. What factors would support a decision to alert and/or pre-position selected response assets based on available information?  What potential response issues should be addressed at this point (e.g., communication interoperability)?
7. How will the arrival of State or Federal agencies affect the incident command structure?
Fire/Hazardous Materials (HazMat)/Emergency Medical Services (EMS)
1. What information concerning the incident would be shared with the other cities? Who would coordinate this effort?
2. What dispatch protocols are in place for this type of incident? What mutual aid resources could be activated through the dispatch center?
3. Do you have communications interoperability capabilities with other Federal, State, and local agencies that may be involved in this incident?
4. What actions would be taken to protect the public at this point? Who would perform the functions? How would you notify the public?
5. Would you recommend medical advisories to preclude widespread panic in the absence of agent identification? Who would develop, coordinate, and issue these advisories?
6. What factors would support a decision to alert and/or pre-position selected response assets based on available information?  What potential response issues should be addressed at this point (e.g., communication interoperability)?
7. How will the arrival of State or Federal agencies affect the incident command structure?
Law Enforcement 
1. What information concerning the incident would be shared with the other cities? Who would coordinate this effort?
2. Do you have communications interoperability capabilities with other Federal, State, and local agencies that may be involved in this incident?
3. What actions would be taken to protect the public at this point? Who would perform the functions? How would you notify the public?
4. What factors would support a decision to alert and/or pre-position selected response assets based on available information?  What potential response issues should be addressed at this point (e.g., communication interoperability)?
5. How will the arrival of State or Federal agencies affect the incident command structure?
Appendix A: Area Maps

Figure A.1: Counties in the Tri-State HazMat Group
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Figure A.2: La Crosse, WI, Area 
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Appendix B: Acronyms 

	Acronym
	Definition

	AAR
	After Action Report

	DHS
	U.S. Department of Homeland Security

	EEG
	Exercise Evaluation Guide

	EMS
	Emergency Medical Services

	EOC
	Emergency Operations Center

	FE
	Functional Exercise

	FEMA
	Federal Emergency Management Agency

	FOUO
	For Official Use Only

	HazMat
	Hazardous Materials

	HSEEP
	Homeland Security Exercise and Evaluation Program

	ICP
	Incident Command Post

	MRP
	Mississippi River Protectors

	NIMS
	National Incident Management System

	POC
	Point of Contact

	RESP
	Regional Exercise Support Program

	SitMan
	Situation Manual

	SME
	Subject Matter Expert

	TCL
	Target Capabilities List

	TICP
	Tactical Interoperable Communications Plan

	TTX
	Tabletop Exercise

	UTL
	Universal Task List

	WMD
	Weapons of Mass Destruction
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