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  Introduction
Purpose
The purpose of this Tabletop Exercise (TTX) is to familiarize REGIONAL SWAT teams with current intelligence, policies, and procedures for responding to a simultaneous multi-targeted terrorist attack using conventional weapons and a potential Weapon of Mass Destruction (WMD).
Scope

The exercise will encompass current threat intelligence, the decision-making process, communication, and coordination involved with a response to a terrorist incident in Wisconsin.
Participants are limited to law enforcement REGIONAL SWAT members who would respond to a terrorist attack.
Objectives
The following objectives were selected for the TTX. 
· Evaluate mutual aid procedures for REGIONAL SWAT to establish the management and coordination of the Public Safety and Security Response to a simultaneous multi-targeted attack using conventional weapons.
· Evaluate local and state response to a WMD incident.
· Assess the intelligence sharing environment for local, state and federal stakeholders before and after establishing an Incident Command (IC) to deal with a terrorist attack. 
· Assess the ability to identify, establish, and manage necessary communications logistics for a large-scale incident. 

· Verify the establishment of Incident Command (IC) and collaboration of necessary unified incident management components to effectively communicate with all responding agencies. 
Outcomes:

            Improve awareness of current homeland security threats within law enforcement agencies.
            Identify gaps in preparedness, planning and execution of multi-target response plans.  
Identify a framework of critical issues and effective response methods as a first step in the development of a Corrective Action Plan.   

Structure

The REGIONAL SWAT SEMINAR and TTX is an interactive, facilitated, discussion-based exercise scheduled for 2011. The exercise will be presented in three distinct phases, or modules, representing specific periods of time.
[image: image1]Each module will include a multimedia update summarizing the key actions occurring within that time period. Following these updates, participants will review the situation and engage in a group discussion of appropriate response issues. Participants will then take part in a larger group-wide discussion in which they present their individual group’s actions and interactions based on the scenario.
Each exercise participant receives a copy of this situation manual, which provides a written storyline to accompany the presented situation updates. Following each corresponding module in the storyline, a series of questions highlight pertinent issues for consideration, serving as a catalyst for subsequent facilitated discussion. Participants are not required to answer every question.
In the discussion-based REGIONAL SWAT TTX, the objectives are linked back to the appropriate activities under the appropriate capability. The physical or actual tasks may be discussed. For evaluation purposes, evaluators will focus on the discussions at the activity level, including any tasks under that activity discussed by exercise participants.
Assumptions and Artificialities

Assumptions and artificialities are necessary to complete the exercise in the time allotted. During this TTX, the following apply:

· The scenario is plausible, and events occur as they are presented.

· In general all players receive information at the same time; however, some information will be given only to key players. It will be their responsibility to share that information with the other players.

· Communication among groups is unrestricted and is encouraged during the exercise.

· Participants should assume all Federal, State, and local responders are initiating their plans, procedures, and protocols; however, any on-scene response from the Federal level will take at least 6 hours (Note this timeline does not apply to Wisconsin National Guard assets.)
Background Intelligence
(U//FOUO)  Background – Homeland Threat Posed by Lone Shooters, Small-Unit Tactics and Improvised Chemical Devices
(U) Current Intelligence Assessment
(U//FOUO) DHS and the FBI assess that, given the current evolving and diversifying Homeland threat environment, recent incidents involving small arms operations here in the United States and abroad demonstrate the need for continued vigilance and awareness. Small arms operations could be employed through a range of tactics from a lone shooter—as illustrated by the 1 September 2010 incident in Silver Spring, Maryland at the headquarters of a U.S. cable network—to a small-unit assault operation such as the November 2008 attack in Mumbai, India.
 (U//FOUO)  Key characteristics of the highly successful Mumbai attack in 2008 were:

(U//FOUO)  Extensive preoperational surveillance and preparations.

(U//FOUO)  Hit and run attacks against pre-planned and “opportunity” targets to 
create diversions that elicit an initial reaction from first responders.    


(U//FOUO)  Seize and hold attacks against final objectives.

(U//FOUO) In addition, recently terrorists have shown interest in employing an improvised chemical device called the mubtakar, which is designed to release lethal quantities of hydrogen cyanide, cyanogen chloride, and chlorine gases. 
(U//FOUO) DHS and the FBI assess that the scale and complexity of any homeland attack are dependent on a variety of factors, to include the sophistication and training of the attackers, the parameters of their targets, and the local security environment.

(U//FOUO) Prioritized Threat Scenarios
(U//FOUO) Homeland Threat Posed by Lone Shooters

(U//FOUO) Recent lone shooter attacks in the United States illustrate the effectiveness

of the small arms tactic and the need for maintaining vigilance and awareness of the possibility that individuals may use this attack method in furtherance of a political or social agenda. The high degree of operational security lone attackers generally observe complicates the ability of law enforcement and homeland security authorities to detect their plans in advance of the attacks.

— (U) On 1 September 2010, a U.S. person armed with a replica weapon and starter pistol—subsequently determined to only fire blanks—took hostages at the Silver Spring, Maryland headquarters building of a U.S. cable network and threatened to open fire. The standoff ended when the U.S. person was killed by law enforcement.

— (U//FOUO) On 5 November 2009, a U.S. Army Officer allegedly opened fire at the Fort Hood military installation’s Readiness Center in Killeen, Texas, killing 12 and wounding at least 31. He was armed with two pistols, according to Army officials.
— (U) On 10 June 2009, an 88 year-old male with white supremacist sympathies opened fire with a rifle at the U.S. Holocaust Museum in Washington, D.C., killing a security guard. The attacker was wounded by return fire and arrested on the scene, died on 6 January 2010 prior to the conclusion of his trial.

(U//FOUO) Incidents involving lone gunmen in the United States demonstrate the potential danger, lethality, and effectiveness of an unrehearsed small arms attack by a single individual with little or no training, and underscore the potentially higher consequences of an assault attack involving multiple operatives.

(U//FOUO) Small-Unit Tactics Overseas

(U//FOUO) Terrorist and violent insurgent groups overseas—operating in nations battling violent civil unrest—have long favored small-unit assault tactics, in which small teams of operatives storm a target using small arms to defeat security. The frequency of these attacks almost certainly stems from perceptions of their effectiveness, the prevalence of small arms instruction at terrorist and militant training camps, and the widespread availability of assault weapons in conflict regions. In July and August 2010, three of these attacks occurred in locations as disparate as Somalia, Russia’s North Caucasus, and Afghanistan.

— (U) On 24 August 2010, at least two members of the Somalia-based terrorist organization al-Shabaab—a gunman and a suicide bomber—stormed the Muna Hotel in Mogadishu disguised as police officers, killing at least 33 people, including four members of the Somali Parliament.

— (U//FOUO) On 21 July 2010, six attackers—probably insurgents from the North Caucasus—used small arms to kill two security guards and gain entry to a Russian hydroelectric plant.  Once inside the facility, they detonated improvised explosive devices (IEDs), destroying two of the plant’s three hydropower generators.

— (U) In an early July 2010 attack on an international development organization’s compound in Kabul, Afghanistan, insurgents breached the (VBIED). Five operatives armed with assault rifles and small IEDs entered and attacked the facility, killing five and injuring more than 20 people.

(U) The 2008 Mumbai Attack
(U//FOUO) In November 2008, 10 operatives divided into small teams, who received specialized training from the Pakistan-based terrorist organization Lashkar-e-Tayyiba, infiltrated India by boat. The terrorists used small arms, hand grenades, and IEDs to attack multiple lightly secured facilities, including hotels and a rail station in Mumbai. The teams that stormed the Taj Mahal and Oberoi Trident hotels took hostages, leading to a multi-day standoff with police. Ultimately, 166 people and all but one of the attackers were killed. The Mumbai operation stands as the most well-known example of a small-unit assault operation.

(U//FOUO) Homeland Threat Posed by Small-Unit Tactics

(U//FOUO) Given recent events and success of small arms tactics and the evolving, diversified threat faced by the United States from al-Qa‘ida and those inspired by its ideology to commit acts of violence, DHS and FBI assess that transnational terrorist groups and homegrown violent extremists†—whether trained overseas or in the United States—could employ small-unit assault tactics in the U.S.

(U//FOUO) Although DHS and FBI have no information indicating transnational terrorists have attempted to execute a small-unit assault operation in the Homeland, we note that homegrown violent extremists, such as the six individuals found guilty in 2008 of plotting and training to use small arms to launch an assault on Fort Dix, New Jersey, have considered small arms-based assault tactics.

(U//FOUO) DHS and the FBI assess that the scale and complexity of any such type attack are dependent on a variety of factors, to include the sophistication and training of the attackers, the parameters of their targets, and the local security environment.
(U//FOUO) Failure of Homeland IED Attacks May Increase Attractiveness of

Small-Unit Assault Tactics

(U//FOUO) Recent failed bombing attacks targeting the Homeland — a 25 December 2009

attempt by an alleged al-Qa‘ida in the Arabian Peninsula (AQAP) operative to detonate an IED on a flight from the Netherlands to Detroit, an unsuccessful VBIED attack 1 May 2010 in Times Square and the 29 October 2010 FEDEX / UPS package  bombs — illustrate the complexity that terrorist organizations face in training and deploying operatives to the Homeland to carry out attacks using explosives.

(U//FOUO) While terrorist organizations almost certainly will continue to attempt future Homeland attacks using IEDs, it is also possible that operational planners will recognize that

small arms attacks do not require mastery of IED construction or risk the failure of a complex

bomb design.
(U//FOUO) Credible, but Non-Specific Threats to Europe

(U//FOUO) The U.S. Intelligence Community is aware of, and closely monitoring, recent reporting indicating a terrorist threat to Europe. At this time, there is no indication that the reported threat is directed specifically toward the United States, its citizens, or infrastructure; however, we assess that al-Qa‘ida and its affiliates continue to plot against the Homeland and

US allies. Based on attempted Homeland attacks over the past twelve months, we continue to operate under the premise that our adversaries are determined to recruit and place terrorist operatives inside the United States for attacks.

(U//FOUO) DHS and the FBI are working in close collaboration with both the US Intelligence

Community and foreign partners to monitor and assist in the investigation of this threat.

In addition, European governments have taken action to guard against a terrorist attack

and have also taken a range of steps to advise their citizens.
(U//FOUO) Al-Qa‘ida, its affiliates, and those inspired by its ideology have demonstrated

their ability to train and deploy operatives who are able to access Europe and the United

States legally. As noted in the 3 September 2010 FBI-DHS Joint Intelligence Bulletin,

“Use of Small Arms: Examining Lone Shooters and Small-Unit Tactics,” recent incidents

involving small arms operations in the United States and abroad highlight the evolving

threat from these groups and individuals.
(U//FOUO) Recent Terrorist Interest in Employing Improvised Chemical Devices.
(U//FOUO) Recently terrorists have shown considerable interest in employing an improvised chemical device (ICD) called the mubtakar, which is designed to release lethal quantities of hydrogen cyanide, cyanogen chloride, and chlorine gases. One or more devices could be used in

attacks in enclosed spaces, such as restaurants, theaters, or train cars. The mubtakar is

small and could be transported in a bag or box, or assembled at the attack site. 

(U//FOUO) Importance of Suspicious Activity Reporting

(U//FOUO) We face an increased challenge in detecting terrorist plots underway by individuals or small groups acting quickly and independently or with only tenuous ties to foreign handlers. State, local, tribal and private sector partners play a critical role in identifying suspicious activities and raising the awareness of federal counterterrorism officials.

— (U//FOUO) The 23 February 2011 arrest of Texas-based Saudi national Khalid Aldawsari was possible because private sector chemical suppliers and local law enforcement reported suspicious activity. Aldawsari was arrested on probable cause for the attempted use of a weapon of mass destruction. He researched online how to construct an improvised explosive device (IED)—using several highly concentrated chemicals as ingredients—as well as researching potential targets. Additionally, Aldawsari has acquired or taken substantial steps toward acquiring most of the ingredients and equipment necessary to construct an IED. 

— (U//FOUO) The men plotting to assault Fort Dix in 2006 were discovered only after an attentive store clerk alerted authorities to a videotape of training activities come to the attention of federal officials unless reported by private sector and state, local, and tribal partners through suspicious activity reporting channels.

 (U//FOUO) Recommended Protective Measures

(U//FOUO) Private sector security and law enforcement agencies can use protective measures to help disrupt or mitigate a terrorist attack in multiple phases—during surveillance, target selection, target infiltration, and engagement with security forces.

(U) Surveillance

— (U//FOUO) Train staff to be aware of unusual events or activities, such as individuals loitering for no apparent reason, sketching, pace counting.

— (U//FOUO) Install and monitor CCTV cameras covering multiple angles and access points.

— (U//FOUO) When possible, establish random security patrols to disrupt potential surveillance efforts.

(U) Target Selection

— (U//FOUO) Establish security at facility access points and potential approach

routes.

— (U//FOUO) Know a facility’s vendors and, if possible, randomly alter delivery entrances to avoid developing discernable patterns.

— (U//FOUO) Avoid widely distributing site blueprints or schematics and ensure those documents are kept secured.

(U) Target Infiltration

— (U//FOUO) Establish an outer perimeter at target sites to deny access or intercept potential assailants, and ensure security personnel and security measures are in place at all access points.

— (U//FOUO) Establish a credentialing process for facilities.

— (U//FOUO) Conduct background checks on all employees.

(U) Engagement with Security Forces

— (U//FOUO) Encourage local law enforcement to meet with key facility staff to assist in the development and familiarization of emergency evacuation and lock down procedures.

— (U//FOUO) Conduct security sweeps for explosive devices and increase security measures in zones that could be compromised.

— (U//FOUO) Local, state, and federal law enforcement entities should routinely conduct joint training and communication coordination exercises to allow for effective deployment of multiple units in a crisis.
Module 1– Information Sharing/Dissemination


15 April 2011 – Suspicious Activity Report (SAR) 
23 April 2011 
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National Intelligence Community (NIC) assesses that al-Qa‘ida and its affiliates pose a “credible, but non-specific” threat of executing synchronized attacks against the homeland; possibly employing small unit assault tactics. 
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28 April 2011 
(U//FOUO) There have been at least four reported incidents of suspicious photography at malls and shopping centers in Arizona and Iowa; three in the past week and one in the first week of April. 

(U//FOUO) The three Arizona incidents occurred in the Phoenix area; and the Iowa Fusion Center reports a similar incident at a shopping mall in the Des Moines metro area.  At this time there is no specific or credible information indicating these incidents are connected to any terrorist threat streams. 
(U//FOUO) In each of the incidents, the person or persons are unidentified males and females described as being of Middle Eastern decent.  In one incident, two female subjects were wearing traditional head wraps and were seen outside of a shopping center in the parking lot taking photographs of the building. 

(U//FOUO) In all of the incidents male subjects were seen inside and outside of the shopping centers at all of the reported locations, taking photographs of loading docks, common areas such as the food court and children's play area, various retail stores and exterior areas of the malls. 

(U//FOUO) Reports suggest that the subjects showed an interest in the location of surveillance cameras in and around the shopping venues. 

(U//FOUO) The incidents involve the use of various devices by the subjects, including cameras, cell phones and the camera contained within the phone) and laptops. Additionally, some of the subjects were seen taking notes. 

5 May 2011  
(U//FOUO)  Three Pakistani males questioned by Mall Security and Law Enforcement Officer at Fair Oaks Mall located in Fairfax, VA.  Subjects walking quickly through mall without talking and taking photos and video of the mall.  Subjects separated and questioned, stories did not match.  No plausible explanation for the recording activity. 

6 May, 2011  
(U//FOUO)  West High School reports the information below  to the school district administration.

Date Observed: 2011-05-06 09:51AM EDT

Incident Summary: 

On 5/6/2011, John A. Gonzalez, telephone number (920) 854-9876, email:  

JSAG96@gmail.com, reported that his wife (Vanessa), who works for West High

School, encountered two men with heavy Middle Eastern Accents asking about 

the student population, the size of the town and the police force.  Mr. Gonzalez

stated he was calling the administration to report this activity because his wife 

was not comfortable creating a record of this type.     

7 May 2011  

Washington DC Fusion Center issues BOLO:  Request assistance identifying subjects pictured below.  Once aboard train they videotaped how patrons oriented themselves within the metro rail car.
[image: image10.jpg]


 The subjects were attempting to videotape inconspicuously, by holding the   

 camera at their side, between their chest and waist.
Note:  The mall and school Suspicious Activity Reports (SARs), as well as the train BOLO are “real-world” reports.  Dates and some locations have been changed.
Module 1
Questions

Based on the information provided, you have 30 minutes to consider the issues identified in Module 1. The following topics are provided to facilitate the discussion, but should not be seen as an exhaustive list. Please focus on the critical issues of major concern for your group at this point in the exercise. Identify any additional requirements, critical issues, decisions, and/or questions that should be addressed at this time. 

Discussion Points
Intelligence Support
1. Discuss how the intelligence community supports the law enforcement agency:
a. What is your definition of intelligence?

b. How does the intelligence community support you?

c. Who or what is the point of contact?

d. What documents are regularly received?

e. How are they transmitted?  

f. How does information from the intelligence community flow within your organization?

g. How long does it take for the information to reach a point where it is accessible to patrol officers?

Suspicious Activity Reporting (SAR) and Follow-up 

2. Describe how the law enforcement agency reports suspicious activity:

a. What types of information do you send?
b. Where is the information sent?
c. How is it sent?  

d. How do you confirm receipt of sent information? 

e. Do you receive SAR information from state or federal entities? 

Collaboration (Non-SAR communications)

3. Describe how the law enforcement agency communicates non-SAR information with state and federal entities:

a. What types of information do you receive from state and federal agencies?

b. What types of information do you send to state and federal agencies?

c. How is information exchanged?  

d. What individuals or agencies do you regularly communicate with and are distribution lists used?

e. Are there any special steps you need to take before contacting a state or federal agency?

Questions
 Collaboration with Non-Law Enforcement Partners

4. Discuss how the private sector, public, and other non-LE local government agencies communicate with the law enforcement agency.  List each category/entity and for each indicate:

a. Who or what the point of contact(s) are?

b. How the information flows once its received? 

c. Describe the information do you typically receive?  

d. How long does it take for the information to reach a point where it is accessible to command staff or analysts?  


Module 2 – Initial Response

Explosion and Fire at Gas Station
Dispatch reports an explosion and large fire at the Grand Shell Gas Station located at 1698 Main St. EMS and Police are dispatched
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Explosion and Shots Fired at High School
[image: image11.jpg]


Bursts of gunfire begin at West High School, 966 Shawano Ave. Four gunmen enter the high school building, tossing pipe bombs into the school office and shooting all office personnel.  They work their way through the school using assault rifles to shoot at teachers and students within the class rooms. 

Within the next few minutes, scores of law enforcement, fire and emergency medical services personnel arrived at the school, increasing the chaos, intensity and difficulty of managing the incident.



911 Call – Kroll’s Restaurant 
At Kroll’s Restaurant 1990 S. Ridge Road, multiple patrons call 911 to report “choking odor and burning eyes;” device “spewing white smoke” discovered under a table. 
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Explosion and Shots Fired in County Court House 
A small IED consisting of a suitcase filled with explosives and small pieces of metal detonates at the Brown County Courthouse, 100 S. Jefferson St. The blast creates minor to severe injuries and at least 12 of deaths in one of the court rooms. Three deputies are killed during a shootout near the front of the building; no other law enforcement officers are in the building at the time. 

Small fires begin burning in the building as a result of the explosion. Numerous cell calls to the 911 center are made by victims and bystanders. The callers report continuous gunfire “working its way through the building.” [image: image5.png]3 GreenBayNA
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Gunmen Arrive at Shopping Mall
[image: image14.jpg]


Four gunmen arrive at Bay Park Square Mall, 2401 South Oneida St. where they attack with small arms fire and pipe bombs. Nearby police officers respond but are outgunned, suffering some wounds and a casualty. Bystanders take pictures and video of the scene with cell phones and cameras. 

Two of the suspects have been reported to be seen driving at a high rate of speed from the mall parking lot in a large black SUV.

Calls from shoppers flood the 911 center and local media.
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Drive-by Shooting Reported
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The 911 center receives several calls that a drive by shooting has occurred at a corner bus stop two blocks east of the high school. No injuries reported.  
Incident Command Established
First responding officers at the school, court house and mall advise dispatch that they are entering the buildings with intent to nuetralize the threat. The officers assigned to the school engaged one of the suspects in a gun battle as soon as he stepped out of his patrol car.  Other deputies hastily established a perimeter to prevent the escape of the gunmen.  Deputies and officers from other agencies assisted escaping students to safety.

 Within minutes in each case radio communictions are lost with the officers and cell phone reports indicate that police officers have been killed. Reports of small explosions from pipe bombs are reported from within each target. 
Dispatched police, fire, and EMS units arrive at the scenes.  In the area outside the school main doors two bodies are visible, one of which appears to be a police officer.  There are small numbers of students running from the exits of the school building.
The jurisdiction’s SWAT team commnader is on duty and is the first to arrive at the high school. He immediately advises he is the incident commander at this site. Law Enforcment Supervisors arrive at the court and shopping mall to establish separate incident command posts, one at each scene. The Incident Commanders provide their location and advise dispatch to have EMS, Fire, and SWAT contact them at the Command Post location.
Numerous cell phone calls pleading for rescue come into the 911 center. Fires continue to burn at each location.  

SWAT Arrives at High School ICP
Several of the the area SWAT team members are on duty and arrive at the high school along with uniformed officers.  He identified other tactical officers and assemble an ad hoc team representing three agencies.  
Key Points 
· Number of Shooters –The number of shooters believed to be involved in the incident ranged from two at each sight to eight.  Differing descriptions of the gunmen, different reports of their locations inside the buildings.

· The sheer volume of calls received about sightings and knowledge related to the incident, different observations made by law enforcement officers, the number of explosions occurring, and the number of victims.   

· SWAT commander arrived at the scenes and identify other tactical officers at the scene and began to assemble an ad hoc team representing different agencies
·  Meanwhile other officers and SWAT teams arrived to assist amid reports of possible snipers and multiple shooters wearing body armor and armed with automatic weapons and explosives.  
· There are reports that a suspect has escaped.  
· Victims at an area establishment are coughing and choking from an unknown white smoke

· Fire continues to burn at area gas station.
Module 2
Questions

Based on the information provided, you have 30 minutes to consider the issues identified in Module 2. The following topics are provided to facilitate the discussion, but should not be seen as an exhaustive list. Please focus on the critical issues of major concern for your group at this point in the exercise. Identify any additional requirements, critical issues, decisions, and/or questions that should be addressed at this time. 

Questions
How would communications be facilitated in your region for a multi-target event involving rapid response tactics by multiple jurisdictions?  

Does your tactical team have a system in place that can manage or track tactical team resources (personnel and equipment) as they deploy to a multi-target or other rapid response event?

Related to a multi-target event involving rapid response tactics by multiple jurisdictions, and the assumption that off duty and/or plain clothes personnel may be included in the initial response; does your agency have an established protocol/policy regarding how these personnel can be clearly identified? 

Does your agency have ready access to building diagrams, area maps, etc?

Identify agency/regional equipment and training gaps related to a multi-target event.

Does your agency have a system for the timely notification and recall of off-duty personnel? Approximately, how many on-duty personnel may be available within your agency and within your region to respond? Approximately how many off-duty personnel may be available within the first hour?

Will first responders have access to respiratory protection or other PPE?

What first aid training and supplies are available to first responders and tactical team personnel?

Are the Fire/EMT agencies in your region prepared to respond to and deliver service in a tactical environment? 
What considerations should first responders and/or supervisors use to guide them in determining if the immediate response will be effective or have a reasonable chance to succeed?

What would be the level of devastation that would result from a Mumbai-style attack on your city?

Are you street officers trained and fully equipped for a Mumbai-style attack?

Do you have contacts within the utility companies along with telecom?    

Module 3 – Extended Response +2 hours
[image: image16.emf]Situation at High School
Units at the high school have engaged the gunmen inside. The gunmen fight to their death, Wounded victims within the building have been left unattended for hours, and many have perished. 
Reports of undetonated pipebombs within the facility are reported by victims. A canister is observed attached to one of the backpacks left by the suspect near the school entrance.
Incident Command

SWAT commanders have been assigned as Operations Branch Directors with Fire and EMS at the scene waiting for stabilization. MABAS units and Law Enforcement Mutual Aid responders are requesting deployment direction. 

Wisconsin Emergency Management (WEM) in Madison has been notified and they have fully activated the State Emergency Operation Center. Governor Walker has been briefed and has declared a State of Emergency. 
Officers Ambushed at the Court House 
The initial officers and responders who arrived to aid the wounded at the court house are engaged by four gunmen within the building. Explosions are heard within the building, followed by fire and thick smoke pouring from windows throughout the upper floor of the building.
Hostage Situation Developing
Units at court house see more smoke issuing from the building. Periodic gunfire and explosions can be heard throughout the building. 911 contacts the Incident Command claiming to have cell phone access to men claiming to be the terrorists within the building. They claim to have demands and wish to negotiate the release of hostages.
As the incident progressed, further reports of possible hostages and locations of the shooters continued, often conflicting with other reports also being received.  The differing reports, combined with the time necessary to safely evacuate students and staff from locked and barricaded areas, slowed the search of the school.
Calls from Within 
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Victims and bystanders within the mall call 911 and report that the gunmen are moving through the building, setting fires and barricading various doors. Any civilians encountered are shot. Backpacks have been left in major connecting points throughout the building, which witnesses believe to be explosive devices containers attached. One witness reports that the gunmen seem to have access to restricted areas and are very familiar with the building. Calls from court house indicate that there is a lot of coughing and eye/skin irritations.  

Local Emergency Operations Center (EOC) activated.  The FBI WMD coordinator has been notified and an FBI agent from the local FBI office is at the Court House Command Post.
Suspects in Black SUV located
SWAT officers located the black SUV two miles east of the shopping mall and a chase ensues, culminating in the suspect being shot by SWAT.  Maps, a police scanner and two GPS devices  are recovered from inside the vehicle.
Suspects Operations Directed by Outside Observers?
Local TV station reports they have been asked by federal authorities to limit their coverage of the situation at the court house for “operational security reasons.”  They are asked to refrain from showing any coverage of law enforcement presence around the exterior of the building.
Based on the information provided, you have 30 minutes to consider the issues identified in Module 3. The following topics are provided to facilitate the discussion, but should not be seen as an exhaustive list. Please focus on the critical issues of major concern for your group at this point in the exercise. Identify any additional requirements, critical issues, decisions, and/or questions that should be addressed at this time. 
Key Points
· Fleeing students and employees need to be gathered and interviewed about their observations. 
· There are numerous reports of hostages throughout the school.  This information came from people within the school and from law enforcement officers who interpreted their observations.
· At least one fire was handled by the fire sprinkler system in the school but there remained the potential for more serious fires and explosions.  Adding to the concerns were reports of suspicious backpacks and natural gas odors in the building.

· Surrounding neighborhoods are at a standstill, it was imperative to keep citizens out of the area while still allowing authorized personnel into the area.  Additionally, a clear path had to be established for ambulances transporting victims to area hospitals.

· The piercing sound of alarms going off in the school and court is a hindrance to law enforcement personnel trying to search inside.   

Questions
At this point, what are your immediate priorities/actions; intermediate priorities/actions; and long term priorities/actions?

How would your agency prepare for the potential of another attack?

Would your agency need additional resources?

How would you continue to gain intelligence?

At what point would investigative responsibility be assumed by Federal authorities?
What measures of accountability for on-scene law enforcement officers would be put into place (long term)?
Would there be additional safety precautions in place for the law enforcement personnel?

How would multiple crime scenes be established?

How would you gain intelligence from the suspects?

Would you implement plans for initiating protective measures, including the hardening of potential targets/critical infrastructure?

What process insures information flows across disciplines (among fire departments, EMS units, public works, the private sector, and so forth) at all levels and across jurisdictions in a timely and efficient manner?

notes
ROLES


Participants respond to the situations as presented based on experience and knowledge, as well as on the current plans and procedures used within their agencies.


Facilitators provide situation updates and moderate the discussions. They also provide additional information or answer questions, as required.


Observers support the participants as they develop responses to the situation. However, they are invited primarily to observe the exercise and preparedness process.
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