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Preface

The Wisconsin Cyber Tabletop Exercise (TTX) is sponsored by the State of Wisconsin Homeland Security Unit. This Situation Manual (SitMan) was produced with input, advice, and assistance from the Wisconsin exercise planning team, which followed the guidance set forth in the Federal Emergency Management Agency (FEMA) Homeland Security Exercise and Evaluation Program (HSEEP).

The Wisconsin Cyber TTX SitMan provides exercise participants with all the necessary tools for their roles in the exercise, and it is tangible evidence of the State of Wisconsin’s commitment to ensure public safety through collaborative partnerships that will prepare it to respond to any emergency.

The Wisconsin Cyber TTX is an unclassified exercise. The control of information is based more on public sensitivity regarding the nature of the exercise than on actual exercise content. Some exercise material is intended for the exclusive use of exercise planners, facilitators, and evaluators, but players may view other materials deemed necessary to their performance. The SitMan may be viewed by all exercise participants.

All exercise participants should use appropriate guidelines to ensure proper control of information within their areas of expertise and to protect this material in accordance with current jurisdictional directives. 
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1.
The title of this document is the Wisconsin Cyber Tabletop Exercise (TTX) Situation Manual (SitMan).
2.
The information gathered in this SitMan is For Official Use Only (FOUO) and should be handled as sensitive information not to be disclosed. This document should be safeguarded, handled, transmitted, and stored in accordance with appropriate security directives. Reproduction of this document, in whole or in part, without prior approval from the State of Wisconsin Homeland Security Unit is prohibited.

3.
At a minimum, the attached materials will be disseminated only on a need-to-know basis and, when unattended, will be stored in a locked container or area offering sufficient protection against theft, compromise, inadvertent access, and unauthorized disclosure.

4.
For more information, please consult the following points of contact (POCs):

Exercise Director:
Introduction

Background

While the attacks of September 11 were physical attacks, we are facing increasing threats from hostile adversaries in the realm of cyberspace as well. For the United States, the information technology revolution quietly changed the way business and government operate. Without a great deal of thought about security, the Nation shifted the control of essential processes in manufacturing, utilities, banking, and communications to networked computers. As a result, the cost of doing business dropped and productivity skyrocketed. The trend toward greater use of networked systems continues. By 2003, our economy and national security became fully dependent on information technology and the information infrastructure. A network of networks directly supports the operation of all sectors of our economy—this includes energy (electric power, oil, gas); transportation (rail, air, merchant marine); finance and banking; information and telecommunications; public health; emergency services; water; chemical; defense industrial base; food; agriculture; and postal and shipping. Computer networks also control physical objects such as electrical transformers, trains, pipeline pumps, chemical vats, and radars.
Because of the increasing sophistication of computer attack tools, an increasing number of actors are capable of launching nationally significant assaults against the Nation’s infrastructures and cyberspace. During peacetime, America’s enemies may conduct espionage on our Government, university research centers, and private companies. They may also seek to prepare for cyber strikes during a confrontation by mapping U.S. information systems, identifying key targets, and lacing our infrastructure with back doors and other means of access. In wartime or crisis, adversaries may seek to intimidate our Nation’s political leaders by attacking critical infrastructures and key economic functions or eroding public confidence in information systems. Cyber attacks on U.S. information networks can have serious consequences, such as disrupting critical operations, causing loss of revenue and intellectual property, or resulting in loss of life. Countering such attacks requires the development of robust capabilities (where they do not exist today) if we are to reduce vulnerabilities and deter those with the capabilities and intent to harm our critical infrastructures.
A cyber attack could have a large effect on public trust and confidence in an area that is traditionally perceived as fairly stable and secure: computers. The citizens, economy, and social structure of the United States all depend on these instruments to deliver accurate information. A national-level cyber attack could severely undermine this dependency through destabilization of critical private sector areas, including communications, medical support, and transportation safety and security. The perpetrators of these attacks are not traditional terrorists focused on regime change through deadly violence; rather, they are politically motivated and loosely federated individuals or groups known as “hack-tivists,” who are willing to use attacks at varying levels of destruction to advance their agenda and force political and/or policy changes.
Purpose

Scope

The scenario used for the Wisconsin Cyber COOP Tabletop Exercise (TTX) is an attack incident affecting or disrupting critical infrastructure elements. These cyber attacks are intended to disrupt certain elements of critical infrastructure, potentially leading to cascading effects within other facets of the State of Wisconsin’s economic, societal, and governmental structures, as well as its ability to manage emergency services and responders.

Target Capabilities

The National Planning Scenarios and the establishment of the National Preparedness Priorities have steered the focus of homeland security toward a capabilities-based planning approach. Capabilities-based planning focuses on planning under uncertainty, since the next danger or disaster can never be forecast with complete accuracy. Therefore, capabilities-based planning takes an all-hazards approach to planning and preparation and builds capabilities that can be applied to a wide variety of incidents. States and urban areas use capabilities-based planning to identify a baseline assessment of their homeland security efforts by comparing their current capabilities against the Target Capabilities List (TCL) and the critical tasks of the Universal Task List (UTL). This approach identifies gaps in current capabilities and focuses efforts on identifying and developing priority capabilities and tasks for the jurisdiction. These priority capabilities are articulated in the jurisdiction’s homeland security strategy and Multi-Year Training and Exercise Plan, of which this exercise is a component.
Exercise Goal and Objectives

The exercise planning team also identified the primary goals of this exercise, which are response and recovery from terrorism, man-made, or natural disasters. Therefore, this TTX will focus on these capabilities for a cyber-specific incident. Specific objectives associated with each goal are listed below:

Participants

The various types of participants in the exercise are as follows:
· Players respond to the situation presented based on expert knowledge of response procedures, current plans, and procedures in place in their community or agency.
· During the discussion, observers support the group in developing responses to the presented situation; however, they are not participants in the moderated discussion period.

· Facilitators provide situation updates and moderate discussions. They also provide additional information or resolve questions, as required. Key planning committee members may also assist with facilitation as subject matter experts (SMEs) during the TTX.

· Evaluators observe and record the discussions during the exercise, participate in the data analysis, and assist with drafting the After Action Report (AAR).

· The role of SMEs is similar in that of observers, but players may ask SMEs specific questions about their agencies, policies, or areas of expertise. 
Exercise Structure

Players will participate in the following three distinct modules: 

· Module 1
· Module 2: 
Each module begins with a multimedia update that summarizes the key events occurring within that time period. Following the updates, participants review the situation and engage in a plenary group discussion of appropriate response issues. 
Each exercise participant will receive this Situation Manual (SitMan), which provides a written scenario and situation updates. Following each module is a series of questions that highlight pertinent issues for consideration. These questions are supplied as catalysts for the group discussions; participants are not required to answer every question, nor are they limited to those topics. Participants are encouraged to use this SitMan as a reference throughout the exercise.
Exercise Guidelines and Ground Rules
The follow guidelines and ground rules apply to this exercise:

· This is not a test. Varying viewpoints, even disagreements, are expected. This is intended to be an open, low-stress environment.

· The exercise setting is the ideal opportunity to consider different approaches and suggest improvements to current resources, plans, and training.

· Responses should be based on current capabilities.

· Fight the problems, not the scenario.

Exercise Agenda

Module 1: Intelligence
Scenario
Threat

An international terror network, hostile to the United States, seeks to demonstrate the vulnerability of the United States information infrastructure to cyber attacks. This network has tacit state support from unfriendly nation(s) in the form of cyber-attack training and access to international and regional gateways. 
November 1, 2012
The U.S. intelligence community receives reports of possible planning activities related to a proposed cyber attack in the northeast United States. Details are sketchy, but they indicate the group has sufficient training and access to carry out an attack. Information points towards an attack that would seek to demonstrate U.S. vulnerability to a cyber attack and may include plans for small-scale demonstrations to test their attack methods and determine potential U.S. responses or backup capabilities in the event that emergency services become disrupted. 
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November 30, 2012
The Federal Bureau of Investigation (FBI) releases a detailed report that highlights the rise in cyber-related attacks against U.S. interests abroad. The report points to clandestine “cyber clubs” who harbor anti-U.S. sentiment and whose aim includes disrupting communication systems and emergency response notification systems. (e.g., Enhanced 911, cell phone communications).
December 30, 2012
An independent security researcher at an American hacker convention discloses vulunerabilities in the Inter-Control Center Communications Protocol (ICCP), which produces a whirlwind of publicity and controversy. An exploit was not released, but hackers are now aware of the vulnerability. These vulnerabilities are different from those regularly exposed at hacker conventions because they involve Supervisory Control and Data Acquisition (SCADA) systems. The term SCADA generally refers to large-scale, distrbuted monitoring and control systems, often employed to monitor or control chemical, electrical, physical, or transport processess. The publicity accompanying the revelation of the ICCP vulnerablities leads to a great deal of confusion within the user community regarding which products are vulnerable. 

January 5, 2013
A local FBI cyber-crime special agent receives an e-mail from a security professional within the community reporting on an on-line chat room conversation the individual witnessed. The chat room is one frequently visited by individuals interested in the hacking community. The conversation included reference to a planned cyber attack on energy sector control systems as well as other computer-based systems, such as Enhanced 911. 
The U.S. Department of Homeland Security (DHS) United States Computer Emergency Readiness Team (US-CERT) issues a Technical Security Alert outlining distributed denial-of-service and performance-sapping vulnerabilities in some ICCP modules used in SCADA systems. In order to mitigate potential ramifications of a full public release of vulnerability information, the Technical Security Alert does not name the specific manufacturers’ devices affected by the vulnerabilities.
January 6, 2013
DHS issues a warning to the Energy Sector to be prepared for possible disruptions based on intelligence being received. Intelligence points towards intercepted e-mails and other forms of message traffic referring to some form of cyber attack on power companies, power grids, and other electrical distribution and transfer systems in the northeast United States. Intelligence information also points to threats to emergency response organizations, although no specific threat is conveyed. 

January 12, 2013 
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A criminal investigator, upon return to the office, discovers that a Wisconsin Department of Public Safety (DPS) laptop computer was left at a crime scene. Upon return to the crime scene, the computer was unable to be located. This DPS computer contains sensitive applications that could enable access to several “secure” databases within the State’s Criminal Justice Service and computer-aided dispatch (CAD) system. A security authentication system exists to authenticate users into the secure database systems. 
Upon questioning the owner of the laptop, it was revealed that the RSA SecurID token (a piece of hardware assigned to a computer user that generates an authentication code) was located inside one of the pockets of the laptop case. It is not known if the RSA SecurID token pin was compromised.
Significant Events Summary
1. Intelligence reports are released concerning cyber attacks against critical infrastructure. 
2. Conversations at a hacker convention discuss SCADA vulnerabilities.
3. DHS issues a warning to the Energy Sector regarding possible disruptions.
4. A US-CERT Technical Security Alert identifies distributed denial-of-service and performance-sapping vulnerabilities in some ICCP modules used in SCADA systems.
5. A laptop containing programs used for accessing “secure” public safety database systems is reported missing by a crime lab specialist.
Based on the information provided, participate in the discussion concerning the issues raised in Module 1. Identify any additional requirements, critical issues, decisions, and/or questions that should be addressed at this time. 

The following questions are provided as suggested general subjects that you may wish to address as the discussion progresses. These questions are not meant to constitute a definitive list of concerns to be addressed, nor is there a requirement to address every question.

Module 1 Questions
State

1. How would you be alerted to a possible cyber threat?

2. Are Wisconsin critical infrastructure operators required to report system vulnerabilities to State emergency management planners or higher authorities? If so, what type of vulnerability or incident would rise to this level of reporting?

3. What type of forum exists for public and private entities to share system vulnerability information? Do these forums support near real-time sharing capabilities? 

4. What plans, policies, and/or procedures are in place to prevent or respond to a cyber attack? 
5. What action would each participating agency be doing in response to the situation presented? 

6. What coordination among agencies is necessary at this point? 
7. Does local law enforcement possess resources or personnel capable of investigating cyber crimes? What resources or specialized personnel are available at the State and Federal levels?

8. Who in the State would be notified of the potential loss of a sensitive laptop?
9. How would the State investigate the potential damage of losing a sensitive laptop computer? How would this be accomplished and who would be involved in the process?
10. What consideration is given to the release of this information to the media/public?

11. What is the role of the Wisconsin Fusion Center? To whom would the center provide this intelligence information?
Module 2: Response
Scenario

January 16, 2013, 0300 Eastern Standard Time (CST)
The National Weather Service issues a Winter Storm Warning affecting the following four counties: Rutland, Windsor, Bennington, and Windham. The advisory predicts heavy snow, high winds, and near white-out conditions in the affected areas.
January 16, 2013, 0700 EST
Wisconsin Electric Power Company (WELCO) is receiving calls from electric transmission and distribution companies, who are receiving reports of power outages from their customers. So far the outages seem to be localized in nature and are causing minor interruptions to the system. Distributors have contacted WELCO about the problem, and WELCO is looking into the situation. 
January 16, 2013, 0810 EST
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Statewide emergency call takers report they are having problems with the Enhanced 911 System as they begin their morning shift. A number of calls have been received from areas outside the local region, including calls from neighboring States. Call takers are dealing with the situation, but they comment that the misdirected calls have increased over the last 30 minutes. 
Later in the day, call takers are reporting that Automatic Number Identification (ANI) and Automatic Location Identification (ALI) are not working properly. The increased call volume, as well as the requirement to redirect out-of-state calls to the appropriate authorities, is resulting in delay of the receipt of emergency and routine assistance calls from the public. 
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January 16, 2013, 0830 EST
Energy Management Systems alarms are highlighting problems that currently do not exist, as confirmed by distribution operators. The problem is made worse by the fact that these problems are occurring at the unmanned stations along the utility interconnect seams. The Energy Management Systems state estimator is having problems reaching a solution because numerous data points appear to have data flags associated with the data being stale or corrupt.

Internal alarms on the data points appear as though someone who has knowledge of the electric system could be tampering with key data that is being uploaded to the electric reliability coordinator. The cause, however, has not yet been determined. 
January 16, 2013, 0845 EST
At WELCO, the operator monitoring transmission levels is alerted by Energy Management Systems alarms that it appears as though a breaker on Line 1, controlled by a Supervisory Control and Data Acquisition (SCADA) device, has opened and then, shortly after, re-closed. 

A short time later, the breaker that opened previously seems to have opened again, but this time has remained open. Attempts by the operator to re-close it have failed, and the power substation where the device is located is unmanned. The open line is causing overloads on an internal line between areas. The control operator, for some unknown reason, is unable to gain remote control access to the power substation. 
January 16, 2013, 0900 EST
The Wisconsin DOJ begins to receive sporadic reports from State and county dispatchers regarding issues involving the computer-aided dispatch (CAD) system. Most calls to the report that unit status displays are updating without any dispatcher action. One such call to the helpdesk reports a police unit’s status summary is displaying “Gone to the Donut Shop.” 
January 16, 2013, 0930 EST
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Another Energy Management Systems alarm alerts operators that the breaker has been tripped on transmission Line 1. The cause of the breaker tripping is not known, but is assumed to be associated with the malfunctioning SCADA controlled switches and monitoring systems that have plagued operators all day. The line is no longer transmitting electricity; however, the three other lines appear to be functioning normally and can continue operating at full capacity to supply the necessary amount of electricity. No outages are caused by the tripping of Line 1. 
January 16, 2013, 1000 EST
Hundreds of citizens are calling several power distribution YOUR AGENCY?DEPARTMENT  , INSERT DETAILS  customer service departments, with reports that they have lost power at their homes and businesses. Word reaches the media (through undisclosed sources) that the power outages could be part of a cyber attack. Local news outlets have begun to report the cyber attack theory to the public.
January 16, 2013, 1100 EST
Local electric companies begin to receive additional calls from the public concerning the cyber attack reports. Citizens are also concerned that personal information stored in power company computers could be compromised. WELCO is receiving calls from individual power distribution companies asking for any information to give their customers. 

January 16, 2013, 1130 EST
Sovernet Communications and Level 3 Communications, two local Internet Service Providers (ISPs), have submitted reports to the Federal Bureau of Investigation (FBI) via the Wisconsin InfraGard secure website. The reports detail overwhelming Distributed Denial of Service (DDoS) attacks originating from several hundred geographic locations. (DDoS attacks typically attempt to make a computer resource unavailable to its intended users by forcing the targeted computer or computer network to consume its resources such that it can no longer provide its intended service; and/or, obstruct the communication media between the intended users and the victim, so that they can no longer communicate adequately.)

The Wisconsin Chief Information Officer Office reports that it is receiving a large number of e‑mails, which has resulted in a degradation of e-mail service to State agencies. 
January 16, 2013, 1300 EST
A State of Wisconsin network security specialist notices that someone has accessed sensitive systems/information outside of normal business hours. Also, the access was made through an account from which the security specialist knows the person was not available at the time of access. Further investigation shows that the account used is that of an information technology specialist for the Wisconsin State Police CAD system. 
January 16, 2013, 1400 EST
Local television reports that officials at the University of Wisconsin, in Madison, have shutdown the university’s intranet due to substantial outbound network traffic. An expert call-in on the news report suspects the university is victim of a botnet attack, with several hundred infected computers overwhelming its network with incredibly high levels of data traffic. (A botnet is a number of Internet computers that, although their owners are unaware of it, have been set up to forward transmissions, including spam or viruses, to other computers on the Internet.)
January 16, 2013, 1500 EST

The winter storm bearing down on southern Wisconsin causes a major traffic accident on Interstate 91 (I-91). Police and fire personnel are on scene, have adequate resources, and are attending to victims. It is estimated that I‑94 at Bellows Falls will be shutdown in both directions for at least the next 6 hours. 
A radio technician notices signal loss on the State’s Digital Microwave Network in the southern part of the State. The operator is unable to gain access to the microwave stations at Public safety radio signals appear to be degraded in the southern portions of the State, but they are still operating intermittently. The DPS telephone system is in a degraded mode in these areas.
Significant Events Summary
1. Power outages are occurring. 

2. Enhanced 911 dispatchers are receiving calls from outside the system boundaries.
3. Issues arise with the CAD system.
4. The media reports cyber attack possibilities.
5. Sensitive information is accessed.
6. Certain areas of the State’s Digital Microwave Network are unreachable.
7. A Winter Storm Warning is in effect for parts of southern Wisconsin.
8. Two ISPs and the University of Wisconsin are experiencing cyber attacks.
Based on the information provided, participate in the discussion concerning the issues raised in Module 2. Identify any additional requirements, critical issues, decisions, and/or questions that should be addressed at this time.

The following questions are provided as suggested general subjects that you may wish to address as the discussion progresses. These questions are not meant to constitute a definitive list of concerns to be addressed, nor is there a requirement to address every question in this section.

Module 2 Questions
State

1. Based on the information presented, what are your top priorities at this time?

2. Specifically, what interagency coordination is necessary at this point?

3. What, if any, additional security should be deployed on State of Wisconsin cyber networks? Are procedures in place to quickly deploy additional security?

4. Are government resources used to investigate and respond to system intrusions on a private critical infrastructure? 

5. How are decisions made about protecting the system/data versus investigating this problem as a crime? Who makes the decision?
6. How does public affairs / media team respond to this incident?

7. What steps must be taken to ensure critical evidence is preserved? Are procedures in place for this action?

8. What systems are dependant on the State’s Digital Microwave Network?

9. How can InfraGard assist the government in communicating with private sector entities for intelligence or disseminating sensitive information? 

10. What cyber networks or network systems are the most critical to government continuity?

11. At what point, if any, would you physically disconnect a State cyber network from the Internet, or from other publicly available networks? Is this possible?
Module 3: Recovery
Scenario

January 19, 2013
Groups claim credit through on-line postings for the disruption of electricity, although the legitimacy of the claims has not yet been verified. The groups claim that this is just a taste of what could come “if things (nothing specific) don’t change within the United States.”
Wisconsin Electric Power Company (WELCO) continues to restore automated control of power transmission and research the cause of the outages and vulnerabilities. Inter-Control Center Communications Protocol (ICCP) data transfer to the affected control center is slowly being restored. 
WELCO is asking its power distribution companies for any Remote Terminal Unit (RTU) logs, which could indicate how certain Supervisory Control and Data Acquisition (SCADA) systems were infiltrated. WELCO does not yet know through what vector its SCADA systems were accessed, but suspects the ICCP vulnerability is more extensive than previously reported.
The data points now being uploaded from WELCO to the reliability coordinator appear to have the correct data flags set.
Individual unit status summaries inside the State’s computer-aided dispatch (CAD) system are now displaying correct information. State security specialists have not yet found the vulnerability exploited to gain access to the CAD system, but they are reviewing logs with help from computer forensics experts with the Federal Bureau of Investigation (FBI) Evidence Response Team (ERT). 
One possible attack vector in an unauthorized, open, wireless network device located on the Wisconsin Department of Public Safety (DPS) internal network. An earlier call to the Information Technology Helpdesk revealed that a county public safety employee was having issues with his normal method for connecting to the intranet. Further investigation revealed the open wireless network.
January 19, 2013
The winter storm that affected the southern part of Wisconsin has moved east into the Atlantic Ocean. All major highways within the State are open and operating nominally. 
Physical repairs on the southern portion of the State’s Digital Microwave Network are nearing completion. Maintenance workers have not found any signs indicating intentional sabotage on any microwave device. The damage seems to be weather related.
The University of Wisconsin has cleaned approximately 500 faculty and student computer systems of a botnet virus called Storm. The university is unsure how so many machines were infected at one time, but believes the systems were infected for quite some time, before the botnet attack was launched. The university discovered that a single, newer-model laser printer had a publicly accessible Simple Network Management Protocol (SNMP) private string, which allowed attackers access to the university’s intranet. The university’s intranet and Internet access are now functioning normally. 
The Internet Service Providers (ISPs) affected by Distributed Denial of Service (DDoS) attacks have mitigated a significant amount of data traffic by implementing access-list filters (i.e., data filters used to block certain data traffic based on specific criterion) working with their upstream data providers.
The two ISPs have provided information and logs containing source IP address information, attack vectors, and countermeasures to the FBI via InfraGard. The IP address information shows that many of the computers used in the attacks were based internationally.

The State’s Enhanced 911 system is once again correctly displaying Automatic Number Identification (ANI) and Automatic Location Identification (ALI) information. Calls to the Enhanced 911 system are no longer originating from outside the service area. Call volume is back at expected levels at most Public Service Answering Points (PSAPs).
Significant Events Summary
· Hackers claim the ability and intent to conduct further cyber attacks.
· Power is expected to be fully restored by the end of the day.

· Emergency call volume is at normal levels.
· The Enhanced 911 system is no longer receiving calls from outside the service area.

· The State’s CAD system is properly displaying unit status summaries.
· Local ISPs and the University of Wisconsin have mitigated a significant portion of their cyber attacks.
· The State’s Digital Microwave Network is under repair from storm damage and almost fully operational.
Based on the information provided, participate in the discussion concerning the issues raised in Module 3. Identify any additional requirements, critical issues, decisions, and/or questions that should be addressed at this time.

The following questions are provided as suggested general subjects that you may wish to address as the discussion progresses. These questions are not meant to constitute a definitive list of concerns to be addressed, nor is there a requirement to address every question in this section.

Module 3 Questions
State
1. Based on the information presented, what are your top priorities at this time?

2. What are the long-term effects associated with the situations presented?

3. In the continuing crisis, what mutual aid agreements (MAAs) would be enacted?

4. What is your agency’s role in the continuing investigation? How would this be coordinated with Federal efforts?

5. Is there a conflict between system recovery and retention of data to support the law enforcement investigation?

6. What are the systems that should be prioritized first for repair or restoration?

7. What information can be provided voluntarily versus that requiring a warrant?

8. What will law enforcement require to support the investigation?

9. How will information be conveyed at this point? Will news conferences or interviews be held? Who would conduct them? Will official statements be released, and if so, to whom?

10. What costs associated with your agency’s operations during the crisis are reimbursable? How will reimbursement be obtained? What records or paperwork is needed to do so?

11. If your organization disconnected its network access during the cyber attack, what procedure would you use to restore connectivity?
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